
An initiative launched by UN CTED

Helping the tech industry tackle terrorist exploitation of the internet, 

whilst respecting human rights

techagainstterrorism.org   @techvsterrorism
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1. The Challenge

B) Terrorist Exploitation takes 
place on all forms of internet tech
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Financial tech 

and payments

Content storage 

micro platforms, 

link generators

We focus on all forms of tech exploited by terrorists to 

publicise, recruit, and support operations

Propaganda, Radicalisation, 

Recruitment
Operational

Social media and 

Sharing 

Platforms
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Comms, VPN, 

messaging, 

encryption, VoIP

Future Threats

3

Blockchain, 

decentralised 

platforms, 

attacks on CNI / 

SCADA
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1. The Challenge

C) Terrorists largely exploit the 
very smallest tech platforms
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Analysis of “IS Daily Report” URLs shows that the smaller 

and micro platforms are most exploited by ISIS

JustPaste.it (4949)

archive.today (2044)

Internet Archive (1533)

AddPost (984)
Dump.to 

(590)

Top4Top 
(446)

Pastethis.at 
(351)

ShortWiki 
(320)

Almf (320)

Pho2up 
(136)

Mnbr
.inf…

Summary of data gathered by H. Nagata coving IS daily reports (2014 – 2018) total = 11,868
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1. The Challenge

D) It’s not just about violent 
terrorist content
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2. The Complication

A) This is a inefficient 
many-to-many problem 
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We have hundreds of government Stakeholders and 

hundreds of at-risk tech companies – how to optimize?
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2. The Complication

B) How will traditional legal 
approaches adapt to the huge scale 
and fragmentation of the internet?
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Industry-led self-regulation is an effective approach that 

can complement traditional regulation

Traditional law

Market forces

Technical 

architecture

Social norms
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States are increasingly delegating legal responsibilities

Traditional 

law

Private 

sector self-

regulation
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1. The Solution

A) Public-private partnership –
our work with States and 

Internet Companies
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Who are we? We work with a range of companies and 

stakeholders as Partners, Associate Partners, and Members
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Tech Against Terrorism is focused on improving ongoing 

knowledge sharing and facilitating improved dialogue

Knowledge 
Sharing and 
Facilitation

Industry-led 
GIFCT

State-led 
Activity

Smaller 
technology 

platforms and 
solutions

Multilateral            
organisations

States

Cities and 
Mayors

Law 
Enforcement

Social Media

Content Storage

Comms & Messaging

FinTech / Payments

CVE NGOs

Civil Society,     
__Academia, 
Counter-Speech

Internet Freedom NGOs

Human rights and 
freedom of expression

Academic Researchers

Comms Agencies

Critical National 
Infrastructure / Cyber

Data Science

Blockchain
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What’s our mandate? We’ve been mandated by the UN Security 

Council to engage with startups and promote best practice

Resolution 

2129 (2013)

• Notes the evolving nexus between terrorism and the 

internet and directs UN CTED to help address this 

through connecting in consultation with the private sector

Resolution 

2354 (2017)

Resolutions 

2395 (2017) 

and 2396 

(2017)

• Security Council welcomes the comprehensive 

international framework to counter terrorist narratives with 

focus on public-private partnership - describing the 

TechAgainstTerrorism initiative as good practice

• Security Council recognizes the work of 

TechAgainstTerrorism
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Where did we engage in 2016? We held workshops in Zurich, 

Silicon Valley, and Kuala Lumpur

Silicon Valley

Zurich

Kuala Lumpur
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Conclusions: Through our consultations with the industry the 

limited capacity of startups was the biggest concern

Respect for 

human rights

Startups have 

limited capacity

Significance of 

OFFLINE

Evidence-base is 

limited
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3. The Solution

B) Convening stakeholders 
from across government and 

private-sector
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These workshops included industry representatives from 

technology, media, telecommunications, and finance
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These workshops included governments and inter-governmental 

organisations and agencies
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These workshops included leading civil society organisations 

and human rights groups
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These workshops included academic institutions and think tanks 

who contributed papers for each of the meetings
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3. The Solution

C) Concrete action to share 
knowledge and build capacity
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ToS, Takedown

TransparencyCase studies
Data Science 

Network

Organise 

workshops

Over 2018-2019 we’re focussing on sustaining our outreach, 

deepening knowledge-sharing and developing practical tools 

Outreach and building 

trust with platforms

Knowledge-sharing 

and best practice

1

2

Identify at-risk 

platforms

Capacity-building and 

operational support

3

Standardised 
takedown 

reports

Assessment 

tools

Knowledge 
Sharing Platform

Membership 

Commitment

Develop 

relationships

Standardised 

transparency 

reports

Terrorist 

content 

databases
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The Tech Against Terrorism Project is supporting the GIFCT to 

facilitate knowledge-sharing and multi-stakeholder engagement

Global Internet Forum to Counter Terrorism

Industry-led

Technology

CT Research

Tech Sector Knowledge 

Sharing & Capacity Building

Engagement with 

and commission of 

research by global 

CT experts

Ongoing multi-stakeholder 

engagement (public/private)

Tech sector outreach, 

engagement, networking

Enforcement 

algorithms

Hash sharing 

database

Reporting and 

transparency

Best Practices and Tools

Counter-speech guidance

Tech solutions / algorithms
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We will build online tools: Risk Assessment Tool, Mitigation    

Assessment Tool, ToS Creator, and launch a “Trustmark”

Risk

Assessment
Mitigation 

Assessment

ToS Creator 

and Voluntary 

Pledge

TechAgainstTerrorism

Trustmark

Display the Trustmark to show 

that you have considered the 

risks and defended yourselves 

against possible terrorist 

exploitation of your tech

3D
3A 3B 3C
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Once companies have agreed with our 8 principles for 

membership, we award the Tech Against Terrorism Trustmark

Complete the Assessment Tools with minimum score

Agree to the Tech Against Terrorism Pledge

Commit to explicitly prohibit terrorist usage

Commit to improving transparency reporting

Confirm ability to receive and action takedown requests

Commit to exploring new tech solutions including machine learning

1

2

3

4

5

6
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3. The Solution

E) Searching for best practice
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We approach tackling terrorist exploitation in three ways:

Community Guidelines, Moderation, and Transparency

Terms of Service & 

Respect for Rights

Responding to 

terrorist 

exploitation

Transparency 

Reports

1 2 3
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Our project website: www.techagainstterrorism.org



34

The KSP was launched at the UN in 2017 and includes content 

and guidance for micro, small, and medium-sized platforms

Knowledge 

Sharing Platform

Terms of Service

Jihadist and WSE Terminology

Terrorist Threat & Proscribed Groups

Transparency Reporting
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We have created Assessment Tools specific to the 

four major technology types
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Knowledge Sharing Platform: Assessment Forms
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Knowledge Sharing Platform: Terms of Service
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Knowledge Sharing Platform: Proscribed Groups 
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Knowledge Sharing Platform: Terminology
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Transparency Reporting: Industry responses
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Knowledge Sharing Platform: Terrorist Content Alert Platform (TCAP)

Terrorist Content 

Platform

A “one-stop shop” to log-in and assess cases of 

suspected public exploitation

An alert system to facilitate improved intelligence 

sharing among smaller platforms

Regular intelligence to be provided by a range of data 

sources and suppliers (from private intelligence to 

academic)

Shared database and management system that will 

support existing initiatives such as GIFCT “hash-

sharing database”
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Translation

Audio/image 

recognition

NLP/string 

matching

Content 

classification 

algorithms

Suspicious 

activity 

classification

Key phrase or 

indication 

alert
Network/link 

analysis

Predictive 

modelling

The Data Science Network: Responding to the problem

Neural 

networks

Payment 

typology 

analysis

Sanctions list 

matching

Evaluation of 

counter-

narrative ROI
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Key questions for evaluating data science solutions

1. How can we practically support the smallest platforms of greatest 

concern?

2. How do we ensure that our response is proportionate, constructive, and 

based on the rule of law?

3. How do we include a diversity of views from civil society?

4. How do we behave in a transparent way?
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