Powering new
generations
against extremism
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Understanding and Countering Cumulative Extremism in the Digital Space




ISD’s Work on Counter-Narratives
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The Intertwined Narratives of Islamist and Far-Right Extremists

Research Methods

- Digital ethnographic research

- Statistical analysis of terrorism datasets

- Digital analytics (i.e. linguistic analyses)

- Field studies (UK, France, Germany and the US)
- Interviews with extremists, formers and experts

Findings

- Parallels and interplay of goals, narratives,
strategies and tactics

- Mutual amplification of narratives and
mobilisation interdependence

- Amplification of the meta-narratives and
spiraling hate torrents by identity politics and
new media eco systems

- Cases of tit-for-tat violence but also cases of
explicit and implicit collaboration and cross-
inspiration
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Extremists Are Early Adopters of Technology

The Goal

To bring about political and/or societal change

Strategies

Meta-political

- Influencing elections and pressuring existing
governments via (dis)information operations,
campaigns or protests

Militant
- Orchestrating or inspiring acts of violence and
terrorism

ol 1l gl Tactics
CALIPHATE @YBER ARMY

- Radicalisation campaigns = sympathisers

- Influencer campaigns = "normies”

- Intimidation campaigns = opponents




Collective Victimhood and Inevitable War Narratives

“The West is at war with Islam” “Islam is at war with the West”
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Narrative Interaction: Jihadists’ Use of Far-Right Extremism

Research Summary

eeeee Bouygues T 1:16 9 % 93 % W
&t As-Sahwa | s9aal...  (E3) * Extraction of all 2016/2017 contents of five Islamist and five far-

right Facebook pages

Pinned Message
Fir Fragen und Anregungen: assahw...

X eseee Bouygues 7 1:16 9 93 % .
s As-Sahwa|ssaan].. (Em  Keywords-based analysis of victimhood and demonisation

80 members
Had Nasasn narratives: 1877 relevant keywords in 5163 analysed Posts and
Far Fragen und Anregungen: assahw... = 35851 comments found

* Complementary qualitative research in closed Telegram and
Discord forums

“Mehr als 60 000 Menschen
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#nocomment " m Discrimination B Oppression and persecution
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The racist face of America

& Tawheed Network

Nationalism is taking pride in a flag and an identity which opposes
Islam and its principles

Independence Day of a nation is an individual being disunited
from his brother all due to geographical location.

This is dispraised by Almighty Allah as this is from the ignorant
way of thinking




Narrative Interaction: White Nationalists’ Use of Islamist Terrorism

Research Summary

TOPICS OF GERMAN FAR-RIGHT
EXTREMISTS

* We used Graphika‘s map of the German political spectrum
* We conducted a narrative analysis for the 10,000 posts Graphika identified as

part of the far-right extremist spectrum W Islamist Terrorism
* We then analysed the key hashtags and topics used by these far-right accounts W Mainstream Media and Reporting
B Freedom of Speech
B Security Forces

B The Left

Anti-Muslim Reactions to Islamist Terrorism = Immigration
H Other

e l e _! k 4,7__,_,1_4, Lt #'M“' | 'I MM.L’,{M"“‘

Feb 2013 Feb 2014 Feb 2015 Feb 2016 Feb 2017




Cross-Inspiration and Communication Parallels
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Counter-Cultures Eliminating Grey-Zones and Targeting Generation Z

Far-Right Propaganda targeting “the
normies”, especially Gen Z
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Radicalising Digital Natives: Strategies and Tactics

Activities to mainstream fringe ideologies and radicalise young audiences include:

The Creation of Extremist
Echo Chambers

Opportunistic Coalition
Buidling

The Weaponisation of Youth
Culture

* Emerging alt-tech platforms and tools create self-radicalizing filter
bubbles

* Hyper-targeted campaigns are used to exploit grievances of vulnerable
sub-groups

e Cross-border collaboration leads to global echo chambers

* Cross-ideological collaboration is used to increase the reach of
campaigns

e Gamification is used to reach Generation Z

* Humour and transgression are employed to mainstream fringe
ideologies




Extremist Echo Chambers: The Alt-Tech Alliance

Alt-Social Media Platforms
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Extremist Echo Chambers: “Muslim Script” and Islamist Encryption Tools
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Hyper-Targeted Campaigns: ISIS Mass invitations to Arabic and Muslim Accounts
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Bayyi Almani
We start our mass telegram
invitation based up on
username characteristica
today. Wish luck we will
soon welcome more
member to invest time in
— hacking and to contribute

“ in exploit info
= Bayyi Almani
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All information related to hacking an...
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Bayyi Almani

Now if you not sure about...
What you mean akhi?
sayyl Almani

Mahed is working on
invitation script into our
group. We try to message
all user possible arabic or
muslim origin given by
username. We will flood
telegram. Expect more
brother to join this group
soon

vyl Almani

Please drop questions.
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Hundreds bots, channels,
and groups are created
everyday. Thousands are
every month. Millions are
every year.
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and tatamaddad until the
Qiyam of The Day !
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Hyper-Targeted Campaigns: The Charlottesville “Unite The Right” Micro-Marketing

Frequent Keywords:

antifa communist left leftists multiculturalism

sjiws amendment freedom free speech heritage
monument southern #whitepeople anti-white
diversity identity immigration jew white

Expressed Grievances

Wrace Wantileft WEreedom of speech Whesitage  Mantiestablishment

Cross-Platform Discourse Analysis:

L
Analysis of 10,000 posts and 200 pieces |

of propaganda across a range of ‘

platforms found strongly differing THE RIGHT
messaging tactics and language tailored H..g.m.vmmu

T0 END JEWISH INFLUENCE IN AMERICA

to target audience DAILYSTORMER.COM




Conclusions and Recommendations

Extremists are currently ahead of the curve on
at least three levels:

The early adoption and effective use
of technologies

The exploitation of international
synergies and tactical
convergences

The weaponsiation of counter-
culture and strategic
communications

The Intertwined relationship of different
forms of extremism means:

More Work on Research and
Education on Cumulative
Extremism

Equal Efforts to Fight Different
Forms of Extremism Online

Building Civil Society Resilience
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ISD‘s Counter-Narratives M&E: Findings 1/3

Counterspeech content is most effective when it...
... looks organic

< SAIN £2.N
Q\A KON

Palatable racism for
the little Englanders.

Britain Furst

Laut G Nazis “Like-Attack” (EN)
aut Gegen Nazis “Like-Attack” ( “There Is Life After hate”

Experimental Counterspeech

X/ X/ X/ X/ X/
L ISR XC IR X IR X IR XS

Video Games & App Games
Interactive Videos

Music: Hip Hop for CVE
Charity/Volunteering
Discussion forums/Q&As

... has emotional appeal
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ISD‘s Counter-Narratives M&E: Findings 2/3

ISD
Counterspeech

1. Trivialisation

2. Negative Belief Re-enforcement

3. Branding, Affiliation and Authenticity

4. Unintended Exposure of Propaganda

5. Cumulative Extremism

Risk Framework

6. Unsegmented Target Audience

7. Identification of High-Risk individuals

17



ISD‘s Counter-Narratives M&E: Findings 3/3

Case Study:
YouTube’s #MoreThanARefugee video published on June 2

#MoreThanARefugee

Our analysis revealed a disproportionate amount of people who responded
negatively to the #MoreThanARefugee campaign operated on forums and
blogs.

Once audiences on Facebook and Twitter were activated, the popular
narratives moved from refugees as terrorists, to threats on free-speech, anti-
Semitism and anti-Israelism.

#MoreThanARefugee :
YouTube’s Propogand@ GETS
#Wrekt

* Hitler reacts to
#MoreThanARefugee

4:00

| The World Reacts to YouTube
"More Than a Refugee”

Debunking YouTube's Refugee
Propaganda

Info from the negative campaign:
+80,000 YouTube comments
+450,000+ Dislikes
Activated people from +60 countries
Mobilization on fringe and mainstream platforms
Dozens of anti-YouTube videos created

18






