THE PROGRAM OF DISCLOSING AND COUNTERACTING TERRORIST PROPAGANDA

Identification of terrorist propaganda, including social media and the Internet monitoring;
Analysis of terrorist propaganda materials;

Development of counter-messaging materials;
Dissemination of counter-messaging materials in social media, on the Internet, in

educational institutions, as well as through non-governmental and religious organizations;
« Work with Russian public organizations, the Muslim clergy, migrant communities,

journalists etc.

» Development of automated methods to identify terrorist propaganda.

Safar 1438 (November 18, 2016) Daesh killed Abu Harraz, a Sufi Sheikh who
re than 100 years old. Shelkh Abu Harraz was a respectable mentor and an
thori lve person in the Sinai.

Abu Bakr as-Siddiq, the
first Rightly-Guided Caliph,
said, "Do not kil an old
man, a woman or a child.
Do not transgress the
limits." (al-Bayhaqi,
17927).

Such crimes of 15 are referred to as follows: "And let those who oppose

the Messenger's (Muhammad) commandment beware, lest ...a painful

torment be inflicted on them." (Quran, Surah An-Nur, Ayah 63).

wounded In shaotings and exploslons
acrass Parls.

DAESH (IS) is the Enemy of Islam

Oon jumada AI -Awwal 1437 (15 February 2016), Admir Talibov blew \
himself up neara pollce station in the Derbent region in Dagestan

him in Hell for this §
deed.

' . - ARE - 2]
‘...do not throw yourselves into destruction’
(Qur'an, Surah Al-Bagarah, Ayat 195).

DAESH's (IS) Crimes Against Women ﬁi

-
On 13 jJumada al-awwal 1437 (21.02.2016), IS mhmldatcs Syrian civilians, by
Jl@RusAgainstDAESH!

The Praphet Muhammad
(Peace be upon Him) said,
do not kill a child."
hih Muslim, 1731).
Such crimes of IS are referred to as foll Iiis ... a dwelling place

for ... those who transgress the houndary I They will abide therein
for ages..." {Quran, Surah An-Naba', Ayat 22-26).

DAESH (IS) is the Enemy of Islam

IS video footage shows at orist who cites the Quran, "... strike their
necks,” and continues, "N In the name of Allah, we are going to
perform a sacrifice.” Af ti

Such crimes of IS are referred to as ep your duty to Allah and
fear Him, and speak (always) the tri , Surah Al-Ahzab, Ayah 70).

"I saw videas on YouTube where they
asked for help. [ thought it was right ta
go and help them... | thought that
pecple there were not interested in
anything except Isiam. Clothes, people,
women and food should be subjected
to Islam rules. But when | saw what
was there, it was ail upside down. They
do not particularly attend prayers, but
they aiways know which houses to rob,
hoew to grab for themselves... There |

did not find what [ wanted to find".
Ahmed Dengaev, Daesh (IS) defector.
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ISIL releases hundreds of movies and videos, dozens of radio shows, thousands of propaganda photos, issues
hundreds of press releases and infographics, publishes magazines and special apps for Android in Russian as well
as in other languages on social media and web messengers.




DISCLOSING COLLABORATION WITH TERRORISTS ON THE INTERNET
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These terrorist materials from social media and Telegram attempt to mobilize Muslims for illegal
rallies in Moscow, to raise funds to finance terrorism, to create a system of accommodation for
unknown individuals in Moscow, to gather personal information about law enforcement officers, to
disseminate instructions on how to make IEDs.




DISCLOSING TERRORIST PROPAGANDA

Tenepa/ibnas npoKypaTypa
Poccuiickoii Meaepanun

UYseny OOmmecTBeHHOI naars
Poccuiickoit ®enepaunn

I'puropseny M.C.

Mockna, Poccus, [CII-3, 125993

27-31-2016/0a1193-16

19022016
Ha Ne
VBakaembiii Makcny Cepreesuu!

B I'enepansroii npokyparype Poccuiickoit ®enepauuu pacemorpeno Bae
obpaliieHue 0 NPOBEJICHUA MPOBEPKH B CBA3M C BhIABICHHEM B cetH «MHTEpHET
PECypCOB, COACPKALIMX MaTepHaibl IKCTPEMHCTCKOIO XapakTepa, MponaraHjy
TeppPOpH3Ma, MEKHAIHOHATBHOMN H MEKKOH(DECCHOHAIBHOMN B bl.

B pamkax npoBepkn coobuiaembix Bamu cpeznenmi raHoBieHo 147
PECYpCOB NpONAraHjUpYIOUHX ACATEAbHOCTs Teppop!

«HMcnamekoe Tocynapetson, «Mmapar Kaskasy, «Jbkebxar an-Hycpay u «Xuzb
yr-Taxpupy, 32 caiita, CBA3aHHBIX C JEATENHHOCTBIO 3IKCTPEMHCTCKOI
opranusauun  «lIpaspiif  Cektop» W yKpamHCKOro  J06POBOBYECKOrO
BOOPYXXEHHOTO (HOPMHPOBAHHUS KA30BY.

llpunumas BO BHHMaHWe, 4YTO paHee ['eHepalbHON NPOKYpaTypoit
Poccuiickolt Menepaunn BHOCHAMCH TpeGoBaHHs 00 OrpaHHYeHHH AOCTyna K
HHTEpHET-CaifTaM,  pacnpOCTPAaHAIOUIMM  BbIIIEYKAa3aHHBIE  MaTepHajibl, B
PockomHanzop HanpabieHa WHGOPMAUMA O TPHHATHH JIONOJHHTENBHBIX

OrpaHHYHTELHBIX Mep.
H ITomumo aToro, B I'1aBHoOe ynpaBieHHe N0 NPOTHBOAEHCTBHIO SKCTPEMH3IMY
MBJl Poccuu Ui JONONHMTENbHONH NPOBEPKH B paMKaX OCYLIECTBICHHS

ONEepaTHBHO-PO3BICKHON AATENLHOCTH HANPaBJeHbl CBEJIeHHS B OTHOLICHHH 65
HHTECPHET-PeCypcoB, COIepXKalHX MaTePHAIBI IKCTPEMHCTCKOro XapakTepa.

' 3amecTuTenb [eHepaTbHOrO NIPOKypopa
] Poccuiickoii denepauun @ eeasr ﬁ.}l, I'prus
—_——

THYECKHX OpraHu3auuii

E-mail: Stopterror@oprf.ru
www.oprf.ru

The website of the Civic Chamber of the Russian Federation has a banner encouraging non-governmental
organizations to send information on terrorist propaganda on the Internet. More than 5000 links have been
received from civil society activists. Hundreds of terrorist resources have been reported to the General
Prosecutor’s Office and deleted.
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DISCLOSING TERRORIST PROPAGANDA
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Example of a set of words
obtained from the frequency
analysis of the ISIL materials.
Such data allow to identify
certain terrorist propaganda
materials automatically.
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Library of logos of terrorist groups and news agencies that also
allows to identify terrorists video materials automatically.



MAIN LINES OF THE ISIL (IS) PROPAGANDA

Reliance upon a distorted version of Islam and one-sided use of Qur’an.
Myth about ISIL as the only group of true Islam followers and about its legitimacy to
represent the interests of all Muslims and elect the Caliph.
Myth about Muslims’ humiliating position in various countries of the world.
Myth about Muslims’ privileged life under the Turkish Caliphate.
Simplification of the world picture and promotion of the idea that the Muslims cannot
live in peace with the followers of other religions.
In fact, Islam calls Christians and Jews “Ahl al-Kitab” (People of the Book). If
they live in the Muslim territory, it is prohibited to insult them and attempt
attacks on their life, property or dignity.
Assertion that Muslims are obliged to move to the territories of Syria and Iraq
occupied by terrorists (Stage ).
Assertion that Muslims are obliged to wage a terrorist war in their States (Stage II).
Assertion about the need to carry out terrorist attacks against civilians.
Myth about the statehood and social orientation of ISIL in the occupied Syrian and
Iraqi territories.
Myth about the global nature of the terrorist group, geographic and historical
incorporation of other terrorist groups.
Glorification of terrorist attacks carried out by suicide bombers.



COUNTER-MESSAGING AGAINST ISIL (IS)

i A
Al b DAESH (I1S) is the Enemy of Islam i)

o On 18 Safar 1438 (November 18, 2016) DETH ] kllled Abu Harraz, a Sufi Shelkh who
| was more than 100 years old. Sheikh Abu Harraz was a respectable mentor and an
authontatlve person in the Sinai.
- T
{ AN

Abu Bakr as-Siddiq, the
first Rightly-Guided Caliph,

" said, "Do not kill an old
man, a woman or a child.
Do not transgress the
limits." (al-Bayhagqi,
17927).

1@RusAgafnstDAESH| S

Such crimes of IS are referred to as follows: "And let those who oppose
the Messenger's (Muhammad) commandment beware, lest ...a painful
torment be inflicted on them." (Quran, Surah An-Nur, Ayah 63).
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™ "BoucTuHy, yonsatb neten —
TAXKKuUH rpex" (KopaH, cypa
4 "Anb-Ucpa", aar 31).

Kak 6bl Mmx He nocTurno
qMyyntenbHoe Haka3zaHue"

g * |(Kopan, cypa "AH-Hyp", asT 63).
18 Myxappam 1437 (31. 10 2015) AAVIUJ B3opsano camonetr "Koransimasua" mu

HamepeHHO YBUJIO 224 HeBMHHBIX YenoBeka, Bknw4yaa 137 XKEHLLWH U 24 PEBEHKA.
HA ®O0TO: YEUTASA QAULL (MTUJ) 10-MECAYHAS OAPUHA TPOMOBA.
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https://www.oprf.ru/1449/2134/2412/2377/



MAIN LINES OF THE
COUNTER-MESSAGING AGAINST ISIL (IS)
MATERIALS TARGETING CERTAIN AUDIENCES

DAESH's (IS) Crlmes Agamst Women

On 13 Jumada al-awwal 1437 (21. 02 2016), IS mtlmidates Syrlan civilians, by
bombing Sayyida Zeinab, a suburb of Damascus, which claimed the lives of

83 people and m;ured 178 majority of them women and chlldren On 1 Safar 1437 (13.11.2015), IS dellbeatlly

attacked innoccent people, leaving 51 |
women and 79 men dead and 350 people
wounded in shootings and explosions
across Paris.

Abu Bakr as-Siddig, the first Rightly-Guided Caliph, said, "Do not kill an old
man, a woman or a child. Do not transgress the limits." (al-Bayhaqgi, 17927).

Such crimes of IS are referred to as follows: "And for the ... transgressors...,
will be an evll final return ... Heli! Where they wili burn..." (Quran, Surah
Saad, Ayat 55-58).

The Pﬁphet Muhammad

"= (Peace be upon Him) said,
~ % ) "..do not kill a child."
(Sah:h Muslim, 1731)

Such crimes of IS are referred to as follows . Hell is ... a dwelllng place

for ... those who transgress the boundary limits... They will abide therein EXAMPLE: MUSLIMS
for ages..." (Quran, Surah An-Naba', Ayat 22-26).

EXAMPLE: WOMEN DAESH (IS) is the Enemy of Islam {®)}

On 9 Shawwal 1437 (4 June 2016), at the end of Ramadan, a suicide
bomber blew himself up near the Prophet’s Mosque in Medina killing
6 and injuring 10 Muslims.

DAESH (IS) is the Enemy of Islam 5]

On 13 Jumada al-awwal 1437 {21.02.2016), IS intimidates Syrian civilian Y
bombing Sayyida Zeinab, a suburb of Damascus, which claimed the lives of
83 people and injured 178, majority of them women and children.

Abu Bakr as-Siddiq, the
first Rightly-Guided Caliph,
said, "Do not kill an old
4 man, a woman or a child.
g Do not transgress the
limits." (al-Bayhaqi,
17927).

v
@RusAgainstDAESH .A 5

Such crimes of IS are referred to as follows: "And let those who oppose

the Messenger's (Muhammad) commandment beware, lest ..a painful ‘And whoever kills a believer intentionally, his recompense is Hell to abide
e sl i L L therein’ (Qur’an, Surah An-Nisa', Ayat 93).

ThlS is what the Quran says regardmg such crimes committed by Daesh:




MAIN LINES OF THE
COUNTER-MESSAGING AGAINST ISIL (IS)
DISCREDITING TERRORIST GROUPS ON THE BASIS OF ISLAM

DAESH (IS) is the Enemy of Islam ji[®)]

Daesh gunman asks, ‘What do you know about Islam?’

Driver responds, ‘I testify that there is no other god but

Allah, and Muhammad is God's messenger (prophet)’.
# And then they are killed.

MR I :
¥ DAESH (IS) is the Enemy of Islam |
v 3 On 18 Safar 1438 (Navember 18, 2016) Daesh k|lled Abu Harraz, a Sufi She|kh o

.' was more than 100 years old. Sheikh Abu Harraz was a respectable mentor and an
th tatuve person in the Sinai.

Abu Bakr as-Siddiq, the

first Rightly-Guided Caliph,
" said, "Do not kill an old

man, a woman or a child.

& h
@RusAgalnstDAESH ol i it (at-Boynadh, -
Prophet MUhammad (s a.a.w. ) Sald 'The bIOOd Of a Mus"m Who confesses Such crimes of IS are rc;ferrc;d to as follows: "And let those who oppose
that none has the right to be worshipped but Allah and that | am the et od Aerlceod on o s (Gurn; Sarah amnur Avar ey Tl
Messenger of Allah, cannot be shed’ (Sahih Al-Bukhari, 6878) : = S, s A =

ARGUMENTATION BASED ON DAESH (IS) IS the Enemy Of Islam '?.'i D) .
THE QUR’AN AND SUNNA On Jumada Al-Awwal 1437 (15 February '2016), Admir Talibov blew

USING RELIABLE HADITHS. himself up near a police station in the Derbent reglon in Dagestan.
AR y ¥ LIS .
Allah will overturn [l 24 .
him in Hell for this §f &= § ; 4N
deed.

‘...do not throwyourselves into destructlon’
(Qur'an, Surah Al-Baqarah, Ayat 195).
E . % gt !



MAIN LINES OF THE

COUNTER-MESSAGING AGAINST ISIL (IS)
DISCREDITING TERRORISTS GROUPS ON THE BASIS OF DEFECTORS' EVIDENCE

Truth About DAESH (IS)

"l saw videos on YouTube where they
asked for help. | thought it was right to

go and help them... | thought that
people there were not interested in
anything except Islam. Clothes, people,
women and food should be subjected
to Islam rules. But when | saw what
was there, it was all upside down. They
do not particularly attend prayers, but
they always know which houses to rob,
how to grab for themselves... There |
did not find what | wanted to find".
Ahmed Dengaev, Daesh (IS) defector.

Truth About DAESH (IS) [if8

"Preachers called to defend our
religion, sisters, brothers and our
land. I went to Syria to fight for
Jihad... Irealised that there was no
Jihad there. It was all deception;
they just fight with each other.
Those sheiks and brothers, who call
us to Jihad, do not fight themselves,
but send us as cannon fodder. What
they say is all a lie".

5
SEAgainsiBes Elbrus Karibov, Daesh (IS) defector.
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Truth About DAESH (IS)

"I went to Syria to fight for lJihad.
Frankly speaking | needed money as
well. They promised us money. At first
they say that they will give us money,
but later when we are wounded,
nobody cares about us. We are just a
cannon fodder. We were fighting
between themselves for trophies.
However, the money they promised
they did not give to anybody".

Elbrus Karibov, Daesh (IS) defector.

@RusAgainstDAESH




MAIN LINES OF THE
COUNTER-MESSAGING AGAINST ISIL (IS)
DISCREDITING TERRORIST GROUPS ON THE BASIS OF THEIR PROPAGANDA ANALYSIS

DAESH (IS) is the Enemy of Islam ;;5; D)

Daesh propaganda spreads lies about how good the Ilfe
of Arabs was under the Ottoman Caliphate.

Arnc

‘|I‘I reallty, the life f tourists In Daghestan. A bord d was killed and |
- . ' groupo ourists in aghestan. order guard was Killed an X
- h.IIVed 'I"'nhth'e A 5 Of Arabs under the ¢ 11 tourists were severely |njured
eachings of their § e
d nothing until callphate was so | q For fear of takmg responsnbu[uty
PMyees b d that In 1916 : the killing of Muslims, IS has made a
you came tO . a dve'cilt:"ulhalndfhzlpohcrlthlcal statemfe :
A v th t t
our hearts 3 I ykes-Picot they rose in e Callphate attacked & group. of Russian
v 5 4 security officials in the city of Derbent in
Bordets ST Ut Youragents t-gove s g rebellion. B A e
IR are injured.”

‘Verily, Allah guides not one who is a transgressor, [ - =~ s o

" | Regarding such lies by IS, the Quran says:

a Ila r' ’ (s ura h G haﬁ’ Ayat 28) 2 | fear him, and speak (always) the truth." (Quran, Surah Al-Ahzab, Ayah 70)
H 3 y R x '

DAESH (IS) is the Enemy of Islam {j®)]

IS video footage shows a terrorist who cites the Quran, "... strike their
necks," and continues, "Now, in the name of Allah, we are going to
perform a sacrifice." Afterwards, all the captives are executed.

@RusAgainstDAESH

HOWEVER, THE QURAN states, "So when you meet Unbelievers in battle, strike [their]
necks", while captives should be liberated, "Thereafter (is the time) either for generosity
(i.e. free them without ransom), or ransom..." (Quran, Surah Muhammad, Ayah 4).

Such crimes of IS are referred to as follows: "... keep your duty to Allah and
fear Him, and speak (always) the truth." (Quran, Surah Al-Ahzab, Ayah 70).




CHANNELS AND AUDIENCES OF COUNTER-MESSAGING

CIVIL CHAMBERS IN ALL 85 REGIONS OF .
RUSSIA (each comprising the most reputable*
regional NGOs) .
LARGE-SCALE DISSEMINATION OF .
MATERIALS ON SOCIAL MEDIA

MUSLIM CLERGY
MIGRANT COMMUNITIES
PRISONERS

YOUTH

TBUTLI 1 OTBETHI Megawna

PoccusafpotusQAULLI(UT)

Russia Against DAESH #IS #ISIL

DAESH (IS) is the Enemy of Islam jjjjf5]

On 9 Shawwal 1437 (4 June 2016), at the end of Ramaaan, a suicide
bomber blew himself up near the Prophet’s Mosque in Medina killing
6 an juring 10 Muslims.

\

= J o -2l oy
This is what the Quran says regarding such crimes committed by Daes|
‘And whoever kills a believer intentionally, his recompense is Hell to al
therein’ (Qur’an, Surah An-Nisa', Ayat 93).
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13 PABOTA B PECNYE/IUKE KABAPAUHO-BANKAPUA https://vk.com/club40771627 5876 |lub77920004 VICCNENOBaHNS NPOGNEM AeMoKpaTy 1
14 |HUKAX | 3HAKOMCTBA ANA MYCY/NIbMAH - ULLLY BPATA https://vk.com/club53565294 5811}lub1419203d MocKoBCKOro MyQTHSTa
15 PABOTA B CEBEPHOW OCETUWN. https://vk.com/club40771834 4829 |lub3783096. ] [lata pervcTpauyy: deepans 2016 T.
16 |OBbABNEHUA ANA MYCY/IbMAH KA3AHM https://vk.com/club16726836 4721|'ub2661975¢
17 UMMA+ TV https://vk.com/club117790486 4699|lub36759687 § :
18 rPY3WA U YEYHA https://vk.com/club1171991 4636 u01213925
lub2196166

19 MEYETb «APA3IM» https://vk.com/club59843718 4245 eRisoa0
20 ABTO OBbAB/IEHUA BNALUKABKA3 https://vk.com/club65687204 4228}, 11210208 339 GhoTO UM BUAEO
21 QETCKAA UCNAMCKAA NIUTEPATYPA https://vk.com/club106251893 4083,b1261882 P
22 NPOLAM,OTAAM,KYT/IIO,06MEHAID BNALVUKABKA3 https://vk.com/club77753205 4028)1ub6442651

2787 mycynsmane BopoHema https://vk.com/club5883750'

2788 | mbi mycynbmann!!! we are Muslims!!! https://vk.com/club24237177

2789 | Hamas 111 https://vk.com/club12109634

2790(Hamas HKymakTein KinTi | https://vk.com/club1150775: 2y

2791 | Hayunbie uypeca Kopara 1 cyHHbi. https://vk.com/club28388320 50

2792| 06yuenme. OcHosb ucnama. Mcnam s Masose. https://vk.com/club105984295 50

2793 | Npasocnasue U Ucham https://vk.com/club11398674 50

|2794 | Xabap or Mycyneman! https://vk.com/club68223684 50|

2795 Uroro 1.229.437

Example: twitter account “Russia against

DAESH” - @RusAgainstDAESH

Example: dissemination of materials in 2795 selected groups (more than 1.2 million followers) in the
Russian social network "VKontakte" (Islamic groups, Caucasus regional groups etc.)



RECOMMENDATIONS

Improvement of self-regulation in the private sector. It is necessary to prevent free
publication of the ISIL terrorist materials in Russian on Archive.org, Google, Twitter, Facebook,
Telegram. We are willing to share the library of terrorist logos and lists of words typical of the
ISIL propaganda for its automatic identification, and provide on a regular basis the lists of new
terrorist resources for shutdown and our counter-messaging materials for dissemination.

IT IS NECESSARY TO APPOINT CERTAIN PEOPLE TO BE IN CHARGE IN GOOGLE AND FACEBOOK
OFFICES IN MOSCOW AND AN AUTHORIZED PERSON IN ANY TWITTER OFFICE IN EUROPE.

Identification and prohibition of terrorist resources on the Internet is less efficient than
detention of terrorists and their collaborators working on social media. It is necessary to
ensure implementation of UN Security Council resolution 2253 stipulating the need to
exchange information expeditiously and improve cooperation among competent authorities.

IT IS NECESSARY TO RESUME INTERACTION BETWEEN LAW ENFORCEMENT AGENCIES TO NOT
ONLY SHUT DOWN TERRORIST RESOURCES IN SOCIAL NETWORKS AND ON THE INTERNET BUT
ALSO TO IDENTIFY AND ARREST THOSE WHO MANAGE THEM.



