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Radicalisation
‘…a process by which people come to adopt extremist political beliefs with a
particular emphasis on those ideologies that encourage violent action’

(The Combating Terrorism Center at West Point, 2012)

Contextualisation of Radicalisation

• Individual
• (With existing

ROOT CAUSES)

Driver 1 Driver 2 Driver 3

Radical



Staircase to Terrorism
The terrorist act and sidestepping

inhibitory mechanisms

Solidification of Categorical thinking

Moral engagementMoral engagement

Displacement of aggression

Perceived options to fight unfair treatment

Psychological interpretation of material
conditions (Moghaddam, 2005)
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Militants in Social media



Tracking Networks

• Bahrunaim’s online networks

• Muhammad Wanndy Muhammad Jedi’s
online networks

• Presence of interlinked online cells based in
different countries
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• Left Malaysia in January 2015

Muhammad Wanndy Muhammad Jedi







Tackling Online ExtremismTackling Online Extremism
• Two-pronged approach
• Provider:

– Disrupt
– Contaminate
– Monitor
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Tackling Online ExtremismTackling Online Extremism
Receiver:
• Counter ideological websites
• Dissemination of counter ideological materials to the

wider public
• The need for good communications tools and tactics
• Community engagement
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Creating Technologies (Lexicon)Creating Technologies (Lexicon)
THINK OF:

• Names (Personalities, Groups)
• Ideology
• Propaganda
• Tradecraft
• Social motivations

TOO MUCH NOISE:

• Pair up keywords
• Rank them
• Categorise them (Negative or positive adjectives)

(Friend or foe?)
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Creating Technologies (Checklists)Creating Technologies (Checklists)

1) Regeneration of accounts

2) Detecting online cells

3) Detecting terrorist cells/networks
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