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WHAT IS “FRONTIER Al"? WHAT IS “Al VERIFICATION"? WHY IT MATTERS:

he term “frontier Al” refers to highly capable general-purpose Al models that can perform

many tasks matching or exceeding the capabilities of today’s most advanced models.?
Frontier Al is poised to transform a wide range of industries, including healthcare, agriculture,
finance, transportation, and security. Given the transformative potential of this technology,
major powers increasingly see frontier Al as a national security priority, raising the risk of a
“frontier Al arms race”®

Noting this growing competition, Al experts and scientists have highlighted a wide range of
associated risks, including erosion of longstanding international norms and laws, acceler-
ation of Al integration into military systems, and strategic instability that could bring major
powers into more direct forms of confrontation.*

One of the most important ways to reduce the risks surrounding frontier Al could be to devel-
op a trusted, effective system of verification. In general terms, “verification” means the ability
of a party to attest to the actions of another party. In the context of frontier Al, it refers to the
ability to attest to a wide range of relevant claims about the development and use of Al sys-
tems, such as properties of a frontier Al training run; the application of specified safety test-
ing and mitigations; evaluation results assessing a system’s capabilities and propensities; its
uses at inference time; the size and speed of inference and training compute resources; or
other relevant properties—all without compromising the Al system’s security (confidentiality
or integrity) and proprietary information.

An internationally accepted technical approach that allowed parties to verify the claims of
Al developers globally could help build a common, trusted source of information about Al
capacities and trajectories. Such a step would reduce the risks of geopolitical tensions and
build greater trust in Al development more generally. It could also facilitate the sharing of Al
technology around the world and a more equitable distribution of Al's benefits.

This science brief provides an assessment of the technological prospects for developing an
Al verification system and some general considerations on the topic.

OPTIONS FOR Al VERIFICATION

I\/l any properties of frontier Al models are difficult to verify directly, even by their own de-
velopers. The scientific and technological techniques to understand the inner workings
of frontier Al systems are commonly referred to as “Al interpretability”. A key challenge is that
these techniques are currently inadequate to reliably verify the inner workings of frontier Al
systems to other parties.®

here is a real risk

that frontier Al
developments could
become a source of
heightened tension
and lead to an “Al arms
race.” Trusted, visible,
and confidential ways
to verify claims about
frontier Al could help
mitigate geopolitical
escalation and share Al’s
benefits.
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Despite this challenge there are some properties of Al devel-
opment and deployment that are possible to verify today or
in the near future, such as the amount and allocation of com-
pute resources (to training and/or inference), the (coarse
or fine) geolocation of compute resources, the provenance
of data inputs to training, and compliance with safety eval-
uation and mitigation protocols (such as those already de-
clared voluntarily by many Al developers). Al developers and
operators could be subjected to verification in four ways:

1. Human-led Audits: Institutions conducting audits that
require some access and trust.

2. Software Mechanisms: Creating audit trails that are dif-
ficult to falsify, possibly using cryptographic techniques.

3. Hardware Mechanisms: Attesting to the actions of fron-
tier Al developers and operators at the hardware level .®

4. Whistleblower Protections: Enabling employees to
credibly attest to their employers’ claims about Al devel-
opment and operations.

Recent regulations by national governments and regional or-
ganizations have focused on the institutional aspects of ver-
ification.” The EU, US, and China, for example, have passed
legislation and/or initiatives where oversight bodies con-
duct audits to ensure Al safety standards are met.® These
have self-reporting requirements where Al developers must
document and report on the capacities of their Al systems.
Self-reporting, however, does not replace the need for exter-
nal oversight and verification of frontier Al systems.®

Exponential growth of computation in the training of notable Al

systems
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VERIFICATION VIA “COMPUTE"

One of the most promising areas for verifying actions of
frontier Al developers and operators is their computing pow-
er (‘compute” for short).'® By verifying compute, it would be
possible to use the computing hardware of Al systems to
monitor, regulate, and control frontier Al development and
deployment. This can be done by controlling the movement
of Al hardware and/or by modifying Al hardware designs in
various ways (the latter category of approaches are often
known in the literature as Hardware-Enabled Mechanisms or
HEMSs). The main technological arguments in favor of com-
pute as an intervention point for verification are:

1. Compute is necessary. As Al systems develop wid-
er-ranging capabilities, the reliance on computing power
is set to grow. Frontier Al requires huge computing re-
sources for training, an amount which has roughly dou-
bled every six months for the past decade.

2. Compute is detectable: Large-scale Al development
requires substantial physical compute resources, often
housed within large clusters and data centers. The phys-
ical resource intensity means they are easier to monitor
than Al inputs like data and algorithms.

3. Compute is excludable: Unlike data and algorithms,
which are easily copied and shared, compute is physical
and can be controlled and restricted. This would mean
that verification also could be tied to enforcement and
regulation. It should be noted that this feature of com-
pute also makes it contested, as some countries already

enforce export controls
on key hardware.
inData

4. Compute is quantifi-
able: Compute resourc-
es can be measured and
verifled in  technically
viable ways, such as by
examining  operations
per second, memory, or
the connection of mul-
tiple devices. Its quanti-
fiability would allow for
clear benchmarks to be
established for verifica-
tion.
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proprietary tools to develop frontier Al.'? Approximately
90% of the world's most advanced Al chips are manufac-
tured by a single company (TSMC). The concentration of
technological capability for compute means that a ver-
ification system could be put in place, requiring buy-in
from a smaller number of players.

These technical arguments in favor of using compute for
verification are bolstered by the longstanding practice of
private sector verifiers in many other industries. Airline op-
erators are required to verify passenger lists to prevent un-
authorized travel; financial institutions are required to verify
identities to prevent money laundering; and compute provid-
ers are already required to provide information to prevent
child sex abuse material online.™

CHALLENGES AND CONSIDERATIONS

t the same time, compute-based verification faces chal-

lenges. In a setting without cooperative access and trust,
such as between geopolitical rivals, it would require improv-
ing the security of relevant hardware and software compo-
nents to make them capable of detecting and responding to
tampering attempts. Multilateral auditing of the software and
hardware components would be required to build confidence
in the absence of secret “backdoors.” The security of supply
chains and data centers would have to be strengthened to
ensure that chips are not smuggled or manipulated before
being installed in a secure enclosure.™ Al developers can re-
sort to renting datacenter capacity in alternative jurisdictions
as a workaround to neutralize hardware-based verification
that is dependent upon geolocation or tracing shipments of
hardware.'

Finally, sophisticated solutions for on-chip verification would
take a few years to develop and implement on a sufficient
fraction of the world’'s compute. In this context, an incremen-
tal approach to compute-based verification would need to
begin with other techniques, including cryptographic audit
trails and/or self-reporting. The Scientific Advisory Board
could consider in more detail other approaches to Al verifi-
cation in future briefs.

COMPUTE-BASED REPORTING

promising model for verifying frontier Al currently under
discussion by a range of computer scientists would in-
volve an international system for information-sharing about
highly capable model development. From a technological

standpoint, such an approach could leverage compute pro-
viders as key intermediaries in the oversight process. Model
developers would notify their host government or a designat-
ed international body before training a highly capable model.
Compute providers would then verify this notification before
granting access to large-scale compute resources. At the
outset, this would only apply to large training runs, avoiding
undue burden on smaller entities.”

Such an approach could enable a licensing system for Al de-
velopers, requiring registration before accessing large-scale
compute resources. It would provide visibility into where and
by whom frontier models are being trained, including poten-
tially adversarial actors. It could create economic incentives
for compliance by restricting access to compute to certified
Al developers from participating jurisdictions.™

From a technological standpoint, such an approach is feasi-
ble. There are a range of political challenges that go beyond
the scope of this brief, but which would need to be assessed
alongside the technical aspects.

HARDWARE-ENABLED VERIFICATION

An alternative or complementary approach would be to inte-
grate verification mechanisms into Al computing hardware.
Hardware-enabled mechanisms could verify certain proper-
ties of a frontier Al training run or deployment without requir-
ing the developer or operator to share additional (potentially
sensitive) information with the verifying parties. These mech-
anisms also would have the advantage of not relying on the
operational capacity of an auditor to oversee deployments or
uses of Al which will be increasingly large-scale and numer-
ous. A hardware-enabled approach is particularly attractive in
a context where it is hard to identify a third party trusted by all
parties to perform the auditing function.

Hardware-enabled verification mechanisms would also over-
lap significantly with technological developments that are
necessary to improve the security of frontier Al models. This
is a key challenge, given the necessity of these improvements
to prevent sophisticated attacks on frontier models, including
physical and cyber-attacks.

Finally, given the context of a frontier competition, there is
not yet a consensus on the technological feasibility of hard-
ware-enabled verification mechanisms that would be useful
for verification between state-level parties. Expert estimates
on implementing such a verification approach range from
tens of millions of dollars and two years to production at
scale, at the optimistic end, to total impossibility at the pes-
simistic end.
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WHAT COULD BE VERIFIED?

«  Compute capacities: tracking the total number of Al
chips in use, their energy consumption, and/or compu-
tational capabilities

*  Protocols: tracking whether Al systems follow declared
protocols

+ Data usage: verifying data and training practices

+  Location: tracking where Al capacities are being de-
ployed

«  Application-specific verification: verifying whether an
Al system was being used in a particular industry (e.g.
healthcare, finance, military)

CONSIDERATIONS

Al verification could serve important functions for leaders,
including:

1. Detecting non-compliance as part of an agreement and/
or its enforcement system.

2. Deterring parties from deliberate violations of agree-
ments.

3. Building confidence by permitting parties to demonstrate
their compliance in an open but secure manner.™

Specifically, an Al verification system could perform the fol-
lowing functions:

Provide a common basis on which to develop standards,
risk thresholds, and steps to verify Al capacities.

Place Al verification within the technical domain, as
something that could be developed across the chips that
all major Al systems use.

Increase transparency about Al capacities and tenden-
cies, potentially reducing the risks of escalation or an “Al
arms race.”

Some verification technologies could also be used to
prevent violations of agreements.

However, there could be significant resistance to Al verifica-
tion. In some cases, actors may see verification mechanisms
as affecting the security of their systems, or an overly intru-
sive form of governance of their domestic matters. This so-
called "transparency-security tradeoff” is most acute where

basic information like location or compute capacities could
inadvertently leak other strategically sensitive information.
From a technological standpoint, such concerns could be ad-
dressed by considering a range of approaches to verification,
including:

+  Confidential computing—a hardware feature in the most
recent chips—can enable some forms of verification
already. In this case developers and evaluators would
agree to run mutually reviewable code on mutually pri-
vate inputs (a frontier Al model and an evaluation set)
and learning nothing about each other’s private inputs
except the code’s final results. However, this confidenti-
ality is not likely to be secure against all state-level capa-
bilities.

* Retrofitted hardware mechanisms, such as tamper-de-
tecting power meters and interconnected bandwidth
monitors that can remotely attest to the measurements
that they are taking (chip-level energy usage and com-
munication patterns over time), and to their uninterrupt-
ed integrity. A key factor for this mechanism would be
that it cannot attest to internal information about the
computation being performed.

* Next-generation hardware mechanisms, like integrating
a verification mechanism into the data and code path-
ways in such a way that any computational property can
be attested to, or even enforced, without violating con-
fidentiality or integrity properties (perhaps even against
state-level physical tampering attempts).

* Neutral data centers, jointly built and physically secured
by parties, could provide trustworthy environments for
high-sensitivity computation, enabling verification with-
out compromising national security secrets.?

As such, while there are many political and technical chal-
lenges, some combination of approaches holds significant
promise at addressing one of the major risk factors associat-
ed with frontier Al development.
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