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QUANTUM COMPUTING 

WHAT IS QUANTUM COMPUTING?

Quantum computing1 operates on the principles of quantum mechan-
ics, a 100-year-old theory of physics that describes the behaviour of 

very small (atomic and sub-atomic) particles. Instead of existing in certain 
places and times, quantum particles are better understood as existing in 
many possible states (see below). These properties defy our usual logic 
of cause and effect, but are already well-established and used in everyday 
technologies like lasers, magnetic resonance imaging, semiconductors, 
biological research, and smartphones.2 

Traditional computers use bits that are either a 0 or a 1, but quantum 
computers work with “qubits” (quantum bits) that can be in several states 
at once. This means qubits can handle much more information, perform 
many calculations simultaneously, and solve problems much faster than 
traditional machines. Another remarkable property of qubits is entangle-
ment, a phenomenon in which two qubits become interconnected so that 
the state of one instantly reveals information about the other, regardless 
of the distance between them.3 
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The physical and technological aspects of quantum computing present challenges. Qubits are delicate and highly susceptible 
to environmental disruptions, easily falling into what physicists call “decoherence” or other errors.4 Addressing these physical 
challenges is both expensive and technologically difficult, because it requires protecting qubits from interference using tech-
niques such as extreme cooling and magnetic shielding that are still largely under development.5 The complexity of quantum 
programming and lack of universal standards also mean that software production is costly, restricted to a relatively small 
number of companies, and often applied only to a single device. As of today, most of the applications of quantum computing 
remain theoretical and none can be scaled for market rollout, though some significant breakthroughs in the past year suggest 
that quantum computing may arrive sooner than expected.

BREAKTHROUGHS AND LATEST DEVELOPMENTS

In 2019, a group at Google Quantum AI demonstrated that their quantum processor could perform a computational task 
in 200 seconds that would take a classical computer more than 10,000 years to complete.6 Since then, important break-

throughs have helped to address challenges of interference and the ability to connect qubits into more powerful machines, 
including: (a) the December 2024 “Willow” quantum computer chip by Google, able to suppress noise and dramatically reduce 
error rates; (b) the February 2025 rollout of distributed quantum computing processors by Oxford University, which will enable 
far greater processing power; and (c) a 62-qubit superconducting quantum processor produced by the University of Science 
and Technology of China in 2021.7 

Investment in quantum computing has skyrocketed in recent years as governments and major tech companies race to be 
the first to market practical applications.8 The US, China, EU, Germany, UK, Japan, India, and many more countries have 
significantly increased their investments in national quantum strategies.9 Today, more than $50 billion has been invested in 
quantum computing research and development.10 Over the coming years, some of the most important practical applications 
in quantum computing may include the following:
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Figure 1 Google’s quantum computing system



Security and cryptography: Quantum computers may be-
come capable of cracking classical computer security in sec-
onds, requiring the development of secure “quantum com-
munications.” This has 
driven significant na-
tional investment and 
new security protocols 
to meet this potentially 
transformative security 
applications of quan-
tum computing. 11

Health and medicine: 
Drug design relies on 
simulating the behav-
ior of molecules, often 
testing billions of dif-
ferent potential inter-
actions and outcomes. 
Early research indicates 
that the convergence 
of quantum processing 
and AI tools could tack-
le some of the most 
complex simulations, 
including modeling 
protein folding.12 Other 
health applications in-
clude disease diagnos-
tics, simulations of the 
effects of gene editing, and global pandemic modeling.13’

Climate and energy: Modeling future climate scenarios and 
scaling up renewable energy could benefit directly from the 
enormous potential of quantum computing. In some sce-
narios, quantum-driven approaches could enable a dramatic 
increase in clean energy production, highly optimized energy 
solutions, more accurate climate modeling, and the use of 
far less energy than classical computing.14
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Finance and trade: Complex financial systems are difficult 
to predict via traditional computing methods, but quantum 
could provide far more accurate and reliable modeling in the 

relatively near future.15 
This could include mod-
eling of financial mar-
kets as well as optimi-
zation of trade routes 
and structures around 
the world. 

Conclusion: The poten-
tial for quantum com-
puting to more accu-
rately predict and model 
complex global trends 
and outcomes could 
enable more effective 
investments in sustain-
able development, with 
massive implications 
for our collective abil-
ity to transition to net 
zero and address the 
interrelated crises of cli-
mate change, pollution, 
and biodiversity loss. 
Other arenas, such as 
in transport, industrial 
production, biological 

research, and neurotechnology could rapidly become heavily 
reliant on quantum computing as soon as scalable, practi-
cal systems are developed.16 The “Open Quantum Institute 
(OQI),” which was initiated at GESDA, launched in 2023 and 
now incubated at CERN for its pilot phase (2024-2026), has 
taken the precisely that mission to promote global, equitable 
and inclusive access to quantum computing, and through 
this explore applications that would benefit humanity.

CONSIDERATIONS FOR THE UN

The UN General Assembly has declared 2025 the Inter-
national Year of Quantum Science and Technology, with                  
UNESCO playing a coordinating role for the UN system.17 
This provides an important impetus for dedicated focus on 
the potential for quantum technologies to accelerate prog-
ress on sustainable development, and also a careful assess-
ment of the risks associated with the rapid advancements 

coming our way. Some of the most important questions and 
risk areas to assess for the UN system include:

A quantum arms race: Governments are scrambling to pre-
pare their national security systems for potential disruptions 
from quantum computing, even though major breakthroughs 
in cryptography appear at least ten years out.18 Similar to the 
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race for AI dominance, the quantum race could easily esca-
late if one government or company claimed a breakthrough 
that could allow it to crack the national security systems of 
others. Within the UN, the ITU is developing standards to sup-
port the secure and interoperable adoption of these technol-
ogies, which will be crucial as the quantum race intensifies. 
The UN could build on this work by promoting mechanisms 
for verifying quantum computing capabilities and developing 
broad principles and norms for their safe development and 
deployment.

Human rights: With the capability to easily break traditional 
encryption systems, quantum computing could potentially 
be used to invade privacy, manipulate communities, or limit 
freedom of expression. Last year, UNESCO hosted a series 
of discussions around some of the social, ethical, and rights-
based implications of quantum computing.19 Going forward 
it will be important to develop a clear understanding of the 
human rights implications and the potential role for the UN 
to adapt its approaches to emerging risks. 

Social and economic concerns: Today, investments in quan-
tum computing are driven by a small number of countries, 
with growing investment by the private sector. Similarly to 

AI, this could lead to scenarios where the benefits of quan-
tum computing (e.g. in the realms of financial investments, 
health, and development) are unequally distributed glob-
ally, leading to a greater digital divide than we see today.              
UNESCO is coordinating within the framework of the Inter-
national Year of Quantum Science and Technology (IYQ) to 
develop strategies aimed at addressing the quantum divide, 
with a focus on reducing disparities between global North 
and South. Building on this, UN’s role in helping to set interna-
tional norms, standards, and regulations could be especially 
important as quantum computing becomes more of a reality 
in the coming decade.

Today, no practical applications of quantum computing yet 
exist. But the enormous global investment in the technology 
is a clear indicator that many governments and other actors 
see the potential for quantum to revolutionize some of the 
most important sectors around the world. How to position 
the UN for this kind of emerging transformational moment 
is an excellent use-case for the Secretary-General’s newly es-
tablished UN Futures Lab, the horizon scanning functions of 
this Scientific Advisory Board, important science-based part-
ners of the UN like the Geneva Science Diplomacy Anticipa-
tor, the Open Quantum Institute, and the coming UN Special 
Envoy for Future Generations. Building on the International 
Year of Quantum Science and Technology this year, the UN 
could draw attention to the many transformative applica-
tions quantum computing could offer.
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