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FATF Recommendation 5: Customer due diligence and record-keeping

Text of the Recommendation and Interpretative Notes
See also: The full text of the 40 Recommendations and interpretative notes
Return to the FATF 40 Recommendations page.

Recommendation 5

B. MEASURES TO BE TAKEN BY FINANCIAL INSTITUTIONS AND
NONFINANCIAL BUSINESSES AND PROFESSIONS TO PREVENT
MONEY LAUNDERING AND TERRORIST FINANCING
Customer due diligence and record-keeping
Financial institutions should not keep anonymous accounts or accounts in obviously fictitious names.
Financial institutions should undertake customer due diligence measures, including identifying and
verifying the identity of their customers, when:
establishing business relations;
carrying out occasional transactions: (i) above the applicable designated threshold; or (ii) that
are wire transfers in the circumstances covered by the Interpretative Note to Special
Recommendation VII;
there is a suspicion of money laundering or terrorist financing; or
the financial institution has doubts about the veracity or adequacy of previously obtained
customer identification data.
The customer due diligence (CDD) measures to be taken are as follows:
a)

Identifying the customer and verifying that customer’s identity using reliable, independent
source documents, data or information 1

b)

Identifying the beneficial owner, and taking reasonable measures to verify the identity of the
beneficial owner such that the financial institution is satisfied that it knows who the beneficial
owner is. For legal persons and arrangements this should include financial institutions taking
reasonable measures to understand the ownership and control structure ofthe customer.

c)

Obtaining information on the purpose and intended nature of the business relationship.

d)

Conducting ongoing due diligence on the business relationship and scrutiny of transactions
undertaken throughout the course of that relationship to ensure that the transactions being
conducted are consistent with the institution’s knowledge of the customer, their business and
risk profile, including, where necessary, the source of funds.

Financial institutions should apply each of the CDD measures under (a) to (d) above, but may
determine the extent of such measures on a risk sensitive basis depending on the type of customer,
business relationship or transaction. The measures that are taken should be consistent with any
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guidelines issued by competent authorities. For higher risk categories, financial institutions should
perform enhanced due diligence. In certain circumstances, where there are low risks, countries may
decide that financial institutions can apply reduced or simplified measures.
Financial institutions should verify the identity of the customer and beneficial owner before or during
the course of establishing a business relationship or conducting transactions for occasional customers.
Countries may permit financial institutions to complete the verification as soon as reasonably
practicable following the establishment of the relationship, where the money laundering risks are
effectively managed and where this is essential not to interrupt the normal conduct of business.
Where the financial institution is unable to comply with paragraphs (a) to (c) above, it should not open
the account, commence business relations or perform the transaction; or should terminate the
business relationship; and should consider making a suspicious transactions report in relation to the
customer.
These requirements should apply to all new customers, though financial institutions should also apply
this Recommendation to existing customers on the basis of materiality and risk, and should conduct
due diligence on such existing relationships at appropriate times.
1. Reliable, independent source documents, data or information will hereafter be referred to as
“identification data”.

Also covering Customer due diligence and record-keeping:

Recommendation 5
Recommendation 6
Recommendation 7
Recommendation 8
Recommendation 9
Recommendation 10
Recommendation 11
Recommendation 12

Interpretative Notes

General
1.

Reference in this document to “countries” should be taken to apply equally to “territories” or
“jurisdictions”.

2.

Recommendations 5-16 and 21-22 state that financial institutions or designated non-financial
businesses and professions should take certain actions. These references require countries to take
measures that will oblige financial institutions or designated non-financial businesses and
professions to comply with each Recommendation. The basic obligations under Recommendations
5, 10 and 13 should be set out in law or regulation, while more detailed elements in
those Recommendations, as well as obligations under other Recommendations, could be required
either by law or regulation or by other enforceable means issued by a competent authority.

3.

Where reference is made to a financial institution being satisfied as to a matter, that institution
must be able to justify its assessment to competent authorities.

4.

To comply with Recommendations 12 and 16, countries do not need to issue laws or regulations
that relate exclusively to lawyers, notaries, accountants and the other designated non-financial
businesses and professions so long as these businesses or professions are included in laws or
regulations covering the underlying activities.

5.

The Interpretative Notes that apply to financial institutions are also relevant to designated
non-financial businesses and professions, where applicable.
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Recommendations 5, 12 and 16
The designated thresholds for transactions (under Recommendations 5 and 12) are as follows:
Financial institutions (for occasional customers under Recommendation 5) - USD/EUR 15,000.
Casinos, including internet casinos (under Recommendation 12) - USD/EUR 3000
For dealers in precious metals and dealers in precious stones when engaged in any cash
transaction (under Recommendations 12 and 16) - USD/EUR 15,000.
Financial transactions above a designated threshold include situations where the transaction is carried
out in a single operation or in several operations that appear to be linked.

Recommendation 5
Customer due diligence and tipping off
1.

If, during the establishment or course of the customer relationship, or when conducting occasional
transactions, a financial institution suspects that transactions relate to money laundering or
terrorist financing, then the institution should:
a)

Normally seek to identify and verify the identity of the customer and the beneficial owner,
whether permanent or occasional, and irrespective of any exemption or any designated
threshold that might otherwise apply.

b)

Make a STR to the FIU in accordance with Recommendation 13.

2.

Recommendation 14 prohibits financial institutions, their directors, officers and employees from
disclosing the fact that an STR or related information is being reported to the FIU. A risk exists
that customers could be unintentionally tipped off when the financial institution is seeking to
perform its customer due diligence (CDD) obligations in these circumstances. The customer’s
awareness of a possible STR or investigation could compromise future efforts to investigate the
suspected money laundering or terrorist financing operation.

3.

Therefore, if financial institutions form a suspicion that transactions relate to money laundering or
terrorist financing, they should take into account the risk of tipping off when performing the
customer due diligence process. If the institution reasonably believes that performing the CDD
process will tip-off the customer or potential customer, it may choose not to pursue that process,
and should file an STR. Institutions should ensure that their employees are aware of and sensitive
to these issues when conducting CDD.

CDD for legal persons and arrangements
4.

When performing elements (a) and (b) of the CDD process in relation to legal persons or
arrangements, financial institutions should:
a)

Verify that any person purporting to act on behalf of the customer is so authorised, and
identify that person.

b)

Identify the customer and verify its identity - the types of measures that would be normally
needed to satisfactorily perform this function would require obtaining proof of incorporation or
similar evidence of the legal status of the legal person or arrangement, as well as information
concerning the customer’s name, the names of trustees, legal form, address, directors, and
provisions regulating the power to bind the legal person or arrangement.

c)

Identify the beneficial owners, including forming an understanding of the ownership and
control structure, and take reasonable measures to verify the identity of such persons. The
types of measures that would be normally needed to satisfactorily perform this function
would require identifying the natural persons with a controlling interest and identifying the
natural persons who comprise the mind and management of the legal person or
arrangement. Where the customer or the owner of the controlling interest is a public
company that is subject to regulatory disclosure requirements, it is not necessary to seek to
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identify and verify the identity of any shareholder of that company.

The relevant information or data may be obtained from a public register, from the customer or from
other reliable sources.

Reliance on identification and verification already performed
5.

The CDD measures set out in Recommendation 5 do not imply that financial institutions have to
repeatedly identify and verify the identity of each customer every time that a customer conducts a
transaction. An institution is entitled to rely on the identification and verification steps that it has
already undertaken unless it has doubts about the veracity of that information.
Examples of situations that might lead an institution to have such doubts could be where there is a
suspicion of money laundering in relation to that customer, or where there is a material change in
the way that the customer’s account is operated which is not consistent with the customer’s
business profile.

Timing of verification
6.

Examples of the types of circumstances where it would be permissible for verification to be
completed after the establishment of the business relationship, because it would be essential not
to interrupt the normal conduct of business include:
Non face-to-face business.
Securities transactions. In the securities industry, companies and intermediaries may be
required to perform transactions very rapidly, according to the market conditions at the time
the customer is contacting them, and the performance of the transaction may be required
before verification of identity is completed.
Life insurance business. In relation to life insurance business, countries may permit
the identification and verification of the beneficiary under the policy to take place after having
established the business relationship with the policyholder. However, in all such cases,
identification and verification should occur at or before the time of payout or the time where
the beneficiary intends to exercise vested rights under the policy.

7.

Financial institutions will also need to adopt risk management procedures with respect to the
conditions under which a customer may utilise the business relationship prior to verification.
These procedures should include a set of measures such as a limitation of the number, types
and/or amount of transactions that can be performed and the monitoring of large or complex
transactions being carried out outside of expected norms for that type of relationship. Financial
institutions should refer to the Basel CDD paper [2] (section 2.2.6.) for specific guidance on
examples of risk management measures for non-face to face business.

Requirement to identify existing customers
8.

The principles set out in the Basel CDD paper concerning the identification of existing customers
should serve as guidance when applying customer due diligence processes to institutions engaged
in banking activity, and could apply to other financial institutions where relevant.

Simplified or reduced CDD measures
9.

The general rule is that customers must be subject to the full range of CDD measures, including
the requirement to identify the beneficial owner. Nevertheless there are circumstances where the
risk of money laundering or terrorist financing is lower, where information on the identity of the
customer and the beneficial owner of a customer is publicly available, or where adequate checks
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and controls exist elsewhere in national systems. In such circumstances it could be reasonable for
a country to allow its financial institutions to apply simplified or reduced CDD measures when
identifying and verifying the identity of the customer and the beneficial owner.
10. Examples of customers where simplified or reduced CDD measures could apply are:
Financial institutions – where they are subject to requirements to combat money laundering
and terrorist financing consistent with the FATF Recommendations and are supervised for
compliance with those controls.
Public companies that are subject to regulatory disclosure requirements.
Government administrations or enterprises.
11. Simplified or reduced CDD measures could also apply to the beneficial owners of pooled accounts
held by designated non financial businesses or professions provided that those businesses or
professions are subject to requirements to combat money laundering and terrorist financing
consistent with the FATF Recommendations and are subject to effective systems for monitoring
and ensuring their compliance with those requirements. Banks should also refer to the Basel CDD
paper (section 2.2.4.), which provides specific guidance concerning situations where an account
holding institution may rely on a customer that is a professional financial intermediary to perform
the customer due diligence on his or its own customers (i.e. the beneficial owners of the bank
account). Where relevant, the CDD Paper could also provide guidance in relation to similar
accounts held by other types of financial institutions.
12. Simplified CDD or reduced measures could also be acceptable for various types of products or
transactions such as (examples only):
Life insurance policies where the annual premium is no more than USD/EUR 1000 or a single
premium of no more than USD/EUR 2500.
Insurance policies for pension schemes if there is no surrender clause and the policy cannot
be used as collateral.
A pension, superannuation or similar scheme that provides retirement benefits to employees,
where contributions are made by way of deduction from wages and the scheme rules do not
permit the assignment of a member’s interest under the scheme.
13. Countries could also decide whether financial institutions could apply these simplified measures
only to customers in its own jurisdiction or allow them to do for customers from any other
jurisdiction that the original country is satisfied is in compliance with and has effectively
implemented the FATF Recommendations.
Simplified CDD measures are not acceptable whenever there is suspicion of money laundering or
terrorist financing or specific higher risk scenarios apply.

[2] “Basel CDD paper” refers to the guidance paper on Customer Due Diligence for Banks issued by the
Basel Committee on Banking Supervision in October 2001.
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