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Executive summary
Digital Public Infrastructure (DPI), including digital 
identity, instant payments, and data exchange, is widely 
recognized as a core driver of inclusive economic growth 
and sustainable development. These digital systems 
depend on microsecond-level timing and precise 
positioning to authenticate identities, timestamp financial 
transactions, and synchronize global communication 
networks.1 That accuracy is delivered by global navigation 
satellite systems (GNSS) such as Global Positioning 
System (GPS), BeiDou, and Galileo, whose signals are 
only reliable because they are anchored to mathematical 
models derived from ground-based Earth observation 
measurements. However, the resilience of these highly 
visible digital layers rests entirely upon a fragile, largely 
invisible foundation: the global geodesy supply chain. 

However, the resilience of these highly visible digital 
layers rests entirely upon a fragile, largely invisible 
foundation: the global geodesy supply chain. 

Currently operating in a governance vacuum and without 
binding international treaties or sustainable operational 
financing, this foundational layer is ageing and degrading. 
To fulfil the Pact for the Future’s commitments of 
“inclusive, responsible, safe, secure, and user-centred” 
DPI, Member States should recognize the importance of 
the global geodesy supply chain, coordinate multilateral 
action and ensure sustained investments to safeguard 
this foundational infrastructure to prevent catastrophic 
macroeconomic disruptions and secure the global 
digital economy.2 



2

Key Facts
	● A 30-day disruption of positioning and timing 

services during critical harvesting seasons could 
cost the United States economy up to USD 45 billion.3 

	● A 7-day outage of positioning and timing signals 
supported by the global geodetic supply chain would 
cost the United Kingdom's road transportation, 
maritime, and emergency services sectors well over 
GBP 7 billion (USD 10 billion).4 

	● During natural disasters, degraded positioning can 
cause early warning systems to misidentify hazard 
locations or direct evacuees to incorrect destinations, 
creating early warning system vulnerabilities in 
places such as small island developing states.5  

	● State and non-state actors are increasingly utilizing 
electronic jamming and spoofing of global navigation 
satellite systems, severely threatening civilian 
infrastructure and urban logistics.6 

Problem Statement
Despite progressive policy commitments established in 
the Global Digital Compact to foster secure and inclusive 
digital spaces, the governance of the foundational 
digital layer of geodesy remains plagued by structural 
vulnerabilities.7 Originally designed for specialized 
scientific research, this supply chain's user base 
now encompasses the entire global digital economy 
and industries related to space sector. Key systemic 
challenges include:

	● Fragmentation of the global geodetic infrastructure is 
operated by disparate academic and national agencies 
under entirely voluntary arrangements, lacking 
binding international agreements to guarantee data 
continuity.8 

	● The positioning, navigation and timing system relies 
predominantly on short-term project grants rather 
than sustainable, long-term operational budgets, 
introducing severe systemic fragility.9 

	● The physical monitoring infrastructure on the ground 
is heavily concentrated in the Northern hemisphere 
with severe gaps in Africa, South America, and the 
Pacific actively degrade signal accuracy in developing 
countries , directly contradicting mandates for 
inclusive digital transformation.10 

Approach and Problem-Solving
Securing the foundational layer of DPI requires a shift 
toward an integrated, risk-informed, and resilient 
infrastructure governance model. By treating precise 
timing and positioning data as a global public good, the 
international community can resolve collective action 
problems and foster technological equity. 

Geodesy, and the position and timing data it provides, 
is the foundation upon which DPI is built. It is the layer 
that makes satellite services trustworthy; these satellite 
services are the layer that makes digital identity, digital 
payments, and digital data exchange reliable at scale; 
which ultimately delivers services to people. A failure at 
the geodetic level impacts DPI at all levels.

In alignment with the United Nations Integrated 
Geospatial Information Framework (UN-IGIF),11 
policymakers should support the establishment 
and investments in robust international institutional 
structures, update legal frameworks to define the supply 
chain providing positioning and timing signals as critical 
national infrastructure, and deploy comprehensive 
education and capacity-development programs in 
underserved regions.12 

Recommended Guidance for Countries
	● Support geodetic open data sharing policy, national 

investments in ground station infrastructure, and 
coordinate multilateral action to ensure universal 
geographic coverage.

	● Develop comprehensive DPI safeguards explicitly 
broadened to include the global geodesy supply chain 
as a foundational digital public infrastructure layer.

	● Update national risk registers to explicitly classify the 
geodesy-enabled positioning and timing supply chain 
as critical national infrastructure.

	● Transition contributions from precarious scientific 
grants to permanent sovereign infrastructure capital 
expenditures.

	● Strengthen the global geodesy supply chain and 
prioritize capacity development in underrepresented 
regions, providing dedicated support for the technical 
and institutional capacity required for long-term 
participation in, and benefit from, the global geodesy 
supply chain, reducing the digital divide, leaving no one 
behind.
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Natural Disruption – The G5 
Geomagnetic Storm
Country: United States of America

Timeline: May 2024.

Overview: Extreme space weather caused 
severe, unpredictable disturbances in 
the Earth's atmosphere, corrupting the 
GPS models required for centimetre-level 
positioning accuracy.13 

Impact: Autonomous agricultural tractors 
in the American Midwest were forced 
to halt operations entirely during the 
absolute critical final days of the spring 
corn-planting window to avoid crop de-
struction. This translated to a loss of over 
USD 500 million in potential profit.14 

Take-away: The storm illustrates the 
hidden fragility of modern industry. When 
the digital foundation of DPI degrades due 
to natural forces, major economic sectors 
immediately grind to a halt.
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Risks and Mitigation
	● Risk: Fragmented mandates and precarious funding 

models lead to aging ground infrastructure station and 
related equipment and sudden data blackouts if host-
nation priorities shift.

	● Mitigation: Invest in national geodesy infrastructure 
to ensure sustainable and reliable sovereign 
infrastructure for accurate positioning and timing.

	● Risk: Current geographic imbalance of the distribution 
of ground observation degrades performance of 
positioning and timing signals, affecting in particular 
developing countries.

	● Mitigation: Implement targeted, internationally 
funded capacity-development programs and direct 
infrastructure investments in priority regions i.e. Africa, 
South America, and the Pacific.

	● Risk: Low-power civilian signals are highly vulnerable 
to malicious human interference (jamming/spoofing), 
causing immediate cross-sector failures.

	● Mitigation: Mandate the integration of multi-
constellation receivers, cryptographic signal 
authentication, and resilient alternative technologies 
for critical sectors.

Indicators of Success
To ensure policy interventions successfully safeguard 
the digital ecosystem, governments should track the 
following measurable indicators:

	● Explicit inclusion of the foundational positioning 
and timing layer in national critical infrastructure 
legislation and risk registers.

	● Documented shifts in national funding models from 
short-term scientific grants to sustained operational 
infrastructure budgets.

	● Increased density of operational, high-quality ground 
infrastructure in currently underserved regions of 
the Southern hemisphere in particular developing 
countries.

	● Inclusion of a sustainable governance model and 
maintenance of geodesy supply chain in national 
priorities among Member States and in global 
agendas. 
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Urban DPI Dependency – The 
Nanjing Signal Jamming Incident
Country: China

Timeline: December 2025

Overview: Targeted electronic interference 
suppressed civilian positioning signals 
across Nanjing, a major economic hub of 
ten million residents.15 

Impact: Because the foundational data 
was blocked, visible DPI services col-
lapsed. Ride-hailing orders plummeted by 
60%, food delivery efficiency dropped by 
40%, and shared mobility assets reported 
physical locations up to 57 kilometres 
away from their actual coordinates.16 

Take-away: The incident proves that 
civilian DPI is defenceless against inter-
ference and signal suppression. Without 
a resilient geodesy supply chain, urban 
digital economies remain fundamentally 
exposed to sudden and targeted paralysis.
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Conclusion
Digital Public Infrastructure is being actively built and 
defended globally without adequate recognition of the 
invisible foundation upon which it rests. The digital 
identity, instant payment, and data exchange systems 
prioritized by the international community are only as 
reliable as the positioning and timing supply chain that 
safely synchronizes them.

Recent increase of the use of jamming incident, including 
in war context, and recent geomagnetic storms serve as 
unequivocal warnings: when the foundation is disturbed, 
the visible digital economy fails instantly. To fulfil the 
inclusive development promises of the Pact for the 
Future, Member States should elevate this foundational 
digital infrastructure from a siloed scientific endeavour 
to a central pillar of international diplomacy and global 
economic security. 

Safeguarding the digital future requires political support, 
sustainable financing, and diverse geographic coverage 
to ensure the digital public goods built on the foundation 
of the global geodesy supply chain remain resilient for 
generations to come.

Contact
For further information, contact: 
Global Geospatial Information Management 
Statistics Division, Department for Economic and 
Social Affairs, United Nations:

By email: ggim@un.org

Website: https://www.un.org/globalgeospatial

LinkedIn: UN-GGIM

mailto:ggim%40un.org?subject=
https://www.un.org/globalgeospatial/en
https://www.linkedin.com/company/un-ggim/
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