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Global penetration of mobile technology
Key Global Telecom Indicators for the World Telecommunication Service Sector in 2011
(all figures are estimates)

Global
Developed
nations

Developing
nations

Africa
Arab
States

Asia & 
Pacific

CIS Europe The Americas

Mobile cellular 
subscriptions
(millions)

5,981  1,461 4,520 433 349 2,897 399 741 969

Per 100 people 86.7% 117.8% 78.8% 53.0% 96.7% 73.9% 143.0% 119.5% 103.3%
Fixed 
telephone lines
(millions) 

1,159 494 665 12 35 511 74 242 268

Per 100 people 16.6% 39.8% 11.6% 1.4% 9.7% 13.0% 26.3% 39.1% 28.5%
Active mobile 
broadband 
subscriptions 
(millions)

1,186 701 484 31 48 421 42 336 286

Per 100 people 17.0% 56.5% 8.5% 3.8% 13.3% 10.7% 14.9% 54.1% 30.5%
Fixed 
broadband 
subscriptions
(millions)

591 319 272 1 8 243 27 160 145

per 100 people 8.5% 25.7% 4.8% 0.2% 2.2% 6.2% 9.6% 25.8% 15.5%

Source: International Telecommunication Union (November 2011)
http://www.itu.int/ITU‐D/ict/statistics/at_glance/KeyTelecom.html

via:  mobiThinking
http://mobithinking.com/mobile‐marketing‐tools/latest‐
mobile‐stats
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The rise of mobile payments
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Mobile payments

In the developing world in 
particular, mobile payments and 
mobile PoS technologies
mean new populations 
are included in 
electronic payments
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MasterCard Mobile Readiness Index

http://mobilereadiness.mastercard.com
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MasterCard Mobile Readiness Index

http://mobilereadiness.mastercard.com
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Mobile technology in m‐Government

Innovations In Retail Payments Worldwide: A Snapshot, 
Financial Inclusion Practice of the World Bank, July 2012
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Countering fraud
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Mobile Attack Incentives

Countering fraud
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Mobile Attack Vectors

SMS

Email

Mobile 
phone apps

PDF’s with 
malware

Auto diallers / 
spam mailers

Information 
stored on 
phone

Security apps 
with malware

Countering fraud
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Security vulnerabilities in mobile transactions

Source: Prof. Yong‐Nuo Shin, Hanyang Cyber University

Countering fraud
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Security threats and countermeasures

Applications

Platform

Hardware
(Multiple Sensors)

Storage

Mobile Device

Communication
Services

Application
Sources

Communication 
Channels

Vulnerable Point Countermeasures

T1. Phishing program

T2. Virus &  Malware

T3. Keyboard Hooking

T4. SMS hooking

T5. Memory dump

T6. Extraction privacy
information

T7. software reverse
engineering

T8. Acquisition by 
attacker

T9. Rogue AP

T10. Infection Route

T11. financial fraud using
fishing

Threats
User

C2

C2, C3

C3

C2, C3

C3

C12-C18

C21, C22, C23

C26-C29

Developer

C1, C2

C2, C3

C3, C4, C5

C2, C3

C3, C6, C7, C8

C9, C10, C11

C8

C15, C17, C18
C19, C20, C21, 

C23
C24, C25

C23, C30, C31 C23

Source: Prof. Yong‐Nuo Shin, Hanyang Cyber University
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Countering fraud
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Countering fraud
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Countering fraud

Ensuring the identity of the citizen
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Countering fraud

Anti Money Laundering and Anti‐Terrorism



ssible stakeholders in mobile payments



y factors for mobile phone‐based 
yment licenses



ectronic Transaction Payment types (ETPs)



quirements for a robust system
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BanksBanks

Credit Card 
Associations
Credit Card 
Associations

Local card 
issuers

Local card 
issuers

Mobile 
operators
Mobile 

operators

Non‐
traditional 
Online PS

Non‐
traditional 
Online PS

Licensed ETPs

Central Hub

Firewall Firewall

Fraud 
scrub
Fraud 
scrub

Calculation of taxes 
and benefits.

Automated payment 
of taxes and benefits.

Payment for 
purchases.

Payroll
Payment 

Access to  account 
information / book‐

keeping

BanksBanks

Credit Card 
Associations
Credit Card 
Associations

Local card 
issuers

Local card 
issuers

Mobile 
operators
Mobile 

operators

Non‐
traditional 
Online PS

Non‐
traditional 
Online PS

Licensed ETPs
PAYERPAYER

RECIPIENTRECIPIENT

Government 
accounts

Government 
accounts

Central hub for electronic payments
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System components
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Hub‐based system

Benefits payments: 

• Benefits can be paid on specific goods and services (such as 
foods, petrol, utilities) for targeted recipients in an entirely 
confidential manner 

• The merchant is paid full price for the goods with the 
subsidy added directly at the hub from government funds

• All regular benefits such as employment, social, housing, 
pensions etc can also be paid through the system 

• Increased benefits payments can be offset from additional 
revenue raised by efficient, fraud‐resistant tax collection
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Hub‐based system

Payroll control: 

• Employers can submit gross salaries to the central hub –
reducing workload 

• Employees can submit claims for allowances, dependents etc. 
in a confidentialmanner 

• Due taxes extracted automatically in real‐time and settled to 
appropriate tax authorities 

• Employees can establish regular payments for utilities, 
pensions, insurance etc. from a virtual account on the hub

• Net pay can be transferred directly to nominated bank or 
mobile phone‐based accounts for each employee 

• Multiple incomes can be incorporated into the single account 
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VAT collection: 

• Merchants given Point of Sale capability via mobile phones 
or POS terminals 

• Merchants can accept electronic payment, 
from cards, mobile phones or online

• VAT is deducted at the server level and 
paid to the relevant tax authority 

• For applicable Business to Business (B2B) 
transactions, reclaims can be calculated 
and issued in real time 

Hub‐based system
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Benefits of Central Hub System
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m‐Government payments for the new millennium
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Action points
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The Guernsey model


