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Summary 

The attached note has been prepared by  Chris Williams (RTpay) and Jo Marie 

Griesgraber (New Rules) under the auspices of the Capacity Building Subcommittee 

and pursuant to a mandate given by the Committee at its seventh session, in 2011.  

The report of that annual session notes:
1

Following discussion, the Committee agreed to undertake a study on the issue of tax 

collection using mobile technology, to be presented at its next session. The issue of 

whether and what form of follow-up action should be taken could be addressed by the 

Committee at that time.  

The Committee further decided that:
2

A report on taxation by electronic means would be presented by S4TP and RTpay under 

the auspices of the Subcommittee on Capacity-Building to further consider paragraph 4 

of article 13, as recorded in the report of that annual session. 

The attached note is prepared to assist the Committee in its discussions on these 

matters. 

1  E/C/2011/45 at paragraph 109. 

2
E/C/2011/45 at paragraph 118.
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Mobile technology; threats and opportunities for taxation and government 

payments 

The rapid rise in recent years of mobile technologies and infrastructure, particularly in the 

developing world, provides an unprecedented opportunity for a simple and efficient 

electronic connection to large populations of previously hard to reach citizens, including 

many unbanked and otherwise unregistered individuals. 

Alongside the growth in communications technology, mobile networks are increasingly being 

used for financial transactions, through mobile payments (m-payments), mobile commerce 

(m-commerce), mobile banking (m-banking) and other related commercial activity such as 

m-retail, m-ticketing and m-coupons. It is this channelling of funds through the mobile 

network which is increasingly being recognized as a game-changer, particularly where m-

payments have become widespread in territories such as Kenya, the Philippines and Japan. 

However, technology opportunities also carry threats and risks, and it is critical to ensure that 

the mobile network is configured in such a way that risks of fraud, money laundering and the 

funding of terrorism and organised crime are minimised. Securely matching the identity of 

the mobile phone user with the individual citizen is a fundamental requirement, but there are 

also threats from malicious intervention at a number of different stages in the mobile 

payments process. 

The challenge is to ensure that the opportunities presented by this connected network of 

citizens are harnessed to produce an efficient, cost-effective and fraud-resistant system that 

enables fair payments across the board. A fundamental requirement is to create systems in 

which all mobile-mediated transactions, along with other electronic transaction types, are 

handled in a single, coherent, secure, integrated and interoperable system.  

According to a recent World Bank report
1
, “In contrast to the detailed transaction data 

available for traditional retail payment systems and products, the details available for 

innovative payment products and payment systems are limited.” The report also points out 

that innovative payments systems, including mobile payments, currently have limited 

interoperability, with only around 20% of products being fully or partially interoperable, and 

only around 25% supporting mechanisms for exchange with traditional payments systems.  

1
Innovations In Retail Payments Worldwide: A Snapshot, Financial Inclusion Practice of the World Bank, July 

2012 
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The report finds that customer protection on new payment methods is poor, with only around 

60% of products providing full protection of customers’ funds, and raises the question of 

central banks’ lack of oversight on fraud and security protection issues.

The difficulty of locating, registering and tracking citizens for the purpose of tax or benefits 

payment is well understood, and many countries including Nigeria and the Russian 

Federation have undertaken ambitious and expensive projects with the aim of issuing Tax 

Identification Numbers (TINs) to their tax-paying population. 

Understandably, there is some resistance among certain demographics in voluntarily signing 

up for a scheme which is perceived as taking money away from them; and yet many of these 

citizens are already part of an electronic network through their personal mobile phone, a 

network which they embrace with enthusiasm and in some cases at some sacrifice to other 

lifestyle choices. 

In order to optimize the opportunities from this global network, it is imperative to incentivize 

the registration process by offering and promoting positive benefits such as financial, health 

related or educational advantages for mobile users. Explicitly referring to tax collection 

issues, or inviting subscribers to apply for a ‘Tax Identity Number’, will be counter-
productive in terms of consumer take-up, whereas offering the kinds of marketing incentives 

at which mobile phone network operators are adept will encourage both sign-up and usage.    

Many of the issues raised can be addressed by establishing within each country a central 

clearing server system through which all mobile-mediated financial transactions and other 

electronic payments systems are routed, so that audit trails can be created, maintained and, 

ideally, taxes extracted and benefits paid in real-time.   
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Global penetration of mobile technology 

 At the end of 2011, there were 6 billion mobile subscriptions, estimates The 

International Telecommunication Union (2011)
2
. That is equivalent to 87% of the 

world population. And is a huge increase from 5.4 billion in 2010 and 4.7 billion 

mobile subscriptions in 2009. 

 Mobile subscribers in the developed world have reached saturation point with at least 

one cell phone subscription per person. This means market growth is being driven by 

demand in the developing world, led by rapid mobile adoption in China and India, the 

world's most populous nations. 

 At the end of 2011 there were 4.5 billion mobile subscriptions in the developing 

world (76% of global subscriptions). Mobile penetration in the developing world has 

reached 79%, with Africa being the lowest region worldwide at 53%. 

 Portio Research
3
predicts that mobile subscribers worldwide will reach 6.5 billion by 

the end of 2012, 6.9 billion by the end of 2013 and 8 billion by the end of 2016. 

 Portio research estimates that Asia Pacific’s share of the mobile subscribers will rise 
from 50.7% in 2011 to 54.9% in 2016. By 2016 Africa and Middle East will overtake 

Europe as the second largest region for mobile subscribers Africa. 

 Ericsson (June 2012)
4
 believes global mobile penetration reached 87% in Q1 2012 

and mobile subscriptions now total around 6.2 billion. However, the actual number of 

subscribers is around 4.2 billion, since many people have several subscriptions. 

 Ericsson forecasts that mobile subscriptions will reach 9 billion in 2017, of which 5 

billion will be mobile broadband connections. 

Key Global Telecom Indicators for the World Telecommunication Service Sector in 2011

(all figures are estimates)

Global
Developed

nations

Developing

nations
Africa

Arab

States

Asia & 

Pacific
CIS Europe

The 

Americas

Mobile 

cellular 

subscriptions

(millions)

5,981 1,461 4,520 433 349 2,897 399 741 969

Per 100 

people
86.7% 117.8% 78.8% 53.0% 96.7% 73.9% 143.0% 119.5% 103.3%

Fixed 

telephone 

lines

(millions) 

1,159 494 665 12 35 511 74 242 268

Per 100 

people
16.6% 39.8% 11.6% 1.4% 9.7% 13.0% 26.3% 39.1% 28.5%

2
 http://www.itu.int/ITU-D/ict/facts/2011/material/ICTFactsFigures2011.pdf 

3
 Portio Research Mobile Factbook 2012, see http://www.portioresearch.com/en/free-mobile-factbook.aspx 

4
 http://www.ericsson.com/traffic-market-report 



Report to the UN Tax Committee, October 2012 E/C.18/2012/CPR.13 

Chris Williams (RTpay) and Jo Marie Griesgraber (New Rules) 

Active 

mobile 

broadband 

subscriptions 

(millions)

1,186 701 484 31 48 421 42 336 286

Per 100 

people
17.0% 56.5% 8.5% 3.8% 13.3% 10.7% 14.9% 54.1% 30.5%

Fixed 

broadband 

subscriptions

(millions)

591 319 272 1 8 243 27 160 145

per 100 

people
8.5% 25.7% 4.8% 0.2% 2.2% 6.2% 9.6% 25.8% 15.5%

Source: International Telecommunication Union (November 

2011)

http://www.itu.int/ITU-D/ict/statistics/at_glance/KeyTelecom.html

via: mobiThinking

http://mobithinking.com/mobile-

marketing-tools/latest-mobile-

stats

Mobile technology in m-Government 

While in some territories the use of mobile phones for e-payments has become commonplace 

and pervasive, governments and government agencies have been slow in taking advantage of 

the opportunities offered by the ubiquitous personal technology. According to the World 

Bank report
5
, most innovative payment products are still mostly used for person-to-person 

transfers, utility payments and direct payments to merchants, with less than 10% of the 

products supporting government-to-person payments. 

While a number of tax authorities globally have embarked on pilot projects using mobile 

technology or smartphone apps, examples of using m-payments for this purpose are 

extremely rare, and intervention in the transaction process for the purposes of tax payment or 

accounting practically unknown. Most existing examples use mobile technology for 

supplying information or giving access to government records for the purpose of verification.  

The OECD and ITU have produced a joint report
6
 highlighting examples of the use of mobile 

technology in m-Government in which a number of examples are showcased; for example, 

the French Tax authority have developed a smartphone app which enables simple payment of 

tax demands – although payment is credited from a designated bank account, rather than true 

m-payment – and in Malawi cash benefits payments were delivered by mobile phone in 

5
Innovations In Retail Payments Worldwide: A Snapshot, Financial Inclusion Practice of the World Bank, July 

2012 
6
 OECD/International Telecommunication Union (2011), M-Government: Mobile Technologies for 

Responsive Governments and Connected Societies, OECD Publishing. 

http://dx.doi.org/10.1787/9789264118706-en 
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response to a local food and livelihoods crisis. The Basque regional government has 

developed a mobile application that enables the collection of fees remotely on face-to-face 

services (e.g. traffic fines, taxes and customs duties), integrated with the payment gateway for 

e-government services. 

Countering fraud 

1. Risks from technology attacks and malware 

The incentives and opportunities to challenge Mobile Phone Based Payments Systems 

(MPBPS) security are numerous. The rapid development of new systems means that apps 

are rushed to market with insufficient testing, chip designs are often flawed and 

vulnerable, phones ship with little inbuilt protection, and sensitive personal data is 

increasingly stored within the chip or handset without sufficient protection.  

Mobile devices are now in many ways as sophisticated as desktop or laptop computers, 

yet many ship without antivirus or spyware protection, and few users bother to install 

these security applications. 

Estimates for growth of mobile malware (includes viruses, worms and malicious software 

used by hackers, such as code inserted into compromised mobile apps) vary greatly, but 

all experts warn that it is growing very fast. BullGuard identified a staggering 2,500 

different types of mobile malware in 2010
7
. 

According to Canalys (October 2011)
8
, only 4% of smartphones and tablet computers 

shipped in 2010 had some form of mobile security downloaded and installed. Juniper 

Research (August 2011)
9
 found that less than 1 in 20 smartphones and tablets have third-

party security software installed in them.
10

These are some of the identified points of vulnerability: 

Issuance –if virtual ‘bank account’ facilities are to be linked to an individual mobile 
phone number, it is important that the identity of the owner is established and maintained. 

Banks and other financial institutions have many years’ experience and systems in place 
for KYC and AML requirements, but new mobile money operators may not be subject to 

the same constraints. 

Handset security – mobile phone handsets linked to mobile money accounts may be lost 

or stolen, leading to security breaches. Increasing volumes of sensitive and personal data 

7
 http://www.bullguard.com/bullguard-security-center/mobile-security/mobile-threats/mobile-security-what-

you-need-to-know.aspx 
8
 http://www.canalys.com/newsroom/mobile-security-investment-climb-44-each-year-through-2015 

9
 http://juniperresearch.com/viewpressrelease.php?pr=255 

10
 Figures collated by mobiThinking, June 2012: http://mobithinking.com/mobile-marketing-tools/latest-mobile-

stats/ 
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held within the handset open the possibility of identity theft as well as funds 

misappropriation. 

Communication channels – mobile phone handsets are designed to communicate over a 

number of different channels, including 2G / 3G / 4G mobile phone signals, Bluetooth, 

wireless LAN and, increasingly in the world of MPBPS, NFC (Near Field 

Communication) which enables phones to be used for payment on a ‘swipe and go’ basis. 
Each of these signals is vulnerable to interception by other equipment. 

Applications – malware, spyware, phishing programs and viruses can be installed via a 

number of delivery vectors including downloaded apps, pdfs, email messages and 

external devices. 

Platform – security weaknesses may be built into the chip hardware or the operating 

system installed on the mobile phone; viruses and malware may be installed via a number 

of routes, including keyboard logging applications to obtain security information such as 

PIN numbers. 

Hardware add-ons – an increasing variety of devices can be attached to the mobile 

handset to increase its capabilities; however, these may also be vulnerable to security 

risks. 
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Countermeasures 

With the variety of attack vectors outlined above, the only defence is to take a similarly 

multi-channel approach to create counter-measures. 

The key to secure data transactions is in the deployment of countermeasures in a number 

of areas: 

Standards – rapid development and implementation of internationally-agreed standards 

for design, development and deployment of MPBPS. International bodies need to respond 

swiftly to the new technologies, applications and financial systems coming on-stream. 

Regulation – it’s imperative to ensure a ‘level playing field’ in the development of new 
financial transaction systems. MPBPS operators should be subject to the same safeguards 

and regulations as more traditional financial setups, particularly in regard to KYC and 

AML. 

Education – users of MPBPS need to be educated as to the threats as well as the 

safeguards in place. At a basic level, mobile phone hardware should be protected to at 

least the same level as desktop PCs with installed antivirus, antispyware and antimalware 

applications as standard. Basic education in security of PIN numbers and other security 

codes should be reinforced and promoted by service providers. 

Technology – technology-based solutions are critical to counter the hugely sophisticated 

and techno-savvy criminals who are intent on exploiting the security vulnerabilities of 

MPBPS. In the constant development race between attack and defence, these are some of 

the critical components: 

Real time fraud analysis software – applications based on those in widespread use in the 

credit card industry that constantly monitor transaction details and analyze patterns of 

trade for both individuals and businesses to provide fraud alerts for atypical transactions 

or patterns of transactions. These can provide an early warning for misappropriated 

accounts or money laundering activities. 

Firewall applications – layers of security to ensure the identity and credentials of network 

traffic. 

Antivirus / antimalware – applications designed to identify and eliminate installed threats. 

Data encryption – sophisticated encryption for data stored on the handset, as well as data 

transmitted across the various communication channels.  
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Location tracking and remote wipe – applications which can track the location of stolen 

or lost handsets and can automatically wipe all data content if required. These 

applications are currently available but not widely installed or activated. 

Reduce local storage of sensitive data – increasingly sensitive data can be stored in a 

remote secure ‘cloud’ with minimal, less-sensitive data transmitted to carry out individual 

transactions. 

Application store publishing controls – currently applications available through online 

sources such as Apple’s iStore or Google’s Android Marketplace are from many diverse 
sources and are largely untested and uncontrolled. This enables malicious code to be 

inserted into applications which are downloaded by users from supposedly ‘trusted’ 
sources. 

2. Ensuring the identity of the citizen 

The first requirement in ensuring the security and integrity of MPBPS is in the confident 

association of the mobile phone user with the financial account holder. A number of 

technologies are in development which can impose a number of different levels of 

personal security to at least the same level as a physical signature; these include biometric 

security measures including fingerprint, retina, voice and facial features recognition, 

individual handwriting analysis, and a combination of password and question-and-answer 

challenges, among other applications. 

However, many of these solutions require the use of functionality available only in 

Smartphones, which still account for only around 32% of new handsets shipped, and only 

around 16% of all handsets supplied since 2008.
11

In addition to establishing the identity of the mobile phone user / electronic account 

holder, it is critical to correctly match these individuals with the citizen taxpayer. Many 

governments do not yet have an accurate register of taxpayer identities, although 

considerable work is being carried out in the allocation of unique Tax Identity Numbers 

in many regions. 

The monitoring of taxpayer identities for international purposes is an area in which 

central banks and governments will need to achieve a co-ordinated and consistent 

standard. A central facility to clear and approve all payments, subject to satisfactory real-

time fraud analysis, would enable consistency of approach and guaranteed security of 

delivery.   

11
 http://mobithinking.com/mobile-marketing-tools/latest-mobile-stats/a#smartphoneos 
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The key to controlling the international transaction flow is to have reliable domestic 

clearing in each territory, with a network of data exchange between the clearers so that 

potentially fraudulent or illegal transactions are blocked before they settle. 

3. Anti-Money Laundering and Anti-Terrorism considerations 

In some implementations of m-payments and m-retail, electronic payments are being 

mediated by telecoms operators and other commercial entities who are not registered as 

banks or financial institutions, but who are nevertheless operating systems and facilities 

that would normally fall under stringent controls to guard against fraud, money-

laundering and the misuse of funds for criminal or terrorist purposes. 

In some countries, mobile payments systems are only permitted to be operated by 

registered financial bodies; in others, new legislation has been brought in to attempt to 

control the activities of MPSPs. Nevertheless the attempted solutions are still piecemeal 

and un-coordinated, with no internationally agreed standard approaches to the issue. 

In order to mitigate this risk, the recommended solution is to establish a central control 

point within national governments, under the management either of the Central Bank or 

of contracted clearing houses, to monitor and regulate the movement of electronic funds. 

Maximum benefits can be achieved by ensuring that all electronic funds are routed via a 

secure, fraud-resistant central server system under the control of a trusted government 

agency. This could also ensure interoperability between different mobile service 

providers, encouraging competition and increasing usefulness for the consumer, thus 

encouraging greater take-up and usage.     

Specific proposals for a potential solution are discussed below. In this scenario, the 

Central Bank would undertake the key co-ordination role, but would work closely with 

the tax authority in establishing anti-money laundering and fraud controls. The United 

Nations could be an important partner, along with other organizations such as the World 

Bank, in networking and co-ordinating the central banks and tax authorities in developing 

countries so that they get the greatest assistance in this task.  

It is important to recognize that the use of mobile phone payments is most advanced in 

developing countries, largely due to the lack of traditional payment options and the 

relatively undeveloped technology and communications legacy infrastructure. This means 

that international cooperation is particularly important, including exchange of data and 

technology between governments, departments and controlling agencies. 
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Potential solution scenario 

In order to achieve efficient and auditable tracking of and intervention in electronic 

transactions, all electronic payments, from whatever source, should be routed through a 

single central national hub, which will accept data from all licensed Electronic Transaction 

Providers (ETPs) in a published format via a secure firewall.  

Different aspects of the modular system may be provided by different commercial entities, 

data communications providers and transaction service systems, at both local and 

international level. It is the interoperable interconnection of these systems which provides the 

required outcome that constitutes the system-based solution. 

The technology can be based around standards and systems in widespread use in the credit 

card and transaction processing industries, with specific modules to handle the differing 

requirements of individual countries’ legislation and regulations including international, 
national and regional tax law, data protection, privacy legislation, rules governing financial 

transactions and the running of financial services operations.  

The central calculation module would be governed by an underlying rulebase containing 

configurable data on tax rates, categories of goods and services, regulations on allowances 

and rebates and other relevant data for each application. 
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The single Central Hub may license specific elements of functionality to other secure hubs 

(such as card associations) for operational purposes, while retaining a consistent role as the 

single fraud analysis and Anti Money Laundering (AML) centre. The qualification for 

additional secure hubs would be applied extremely rigorously, particularly for providers of 

new electronic payment types such as mobile phone and social media payments.  

Interoperability among different types and providers of electronic payments is a key feature 

of the system.  

The components of the system can be broken down as follows: 

 Point-of-Sale Data Capture devices / transaction data input 

 Licensed Electronic Transaction Processing providers 

 Interoperable spine for exchange of data between ETPs, central systems and the 

Central Hub 

 Funds transfer conduit 

 Firewalls between ETPs and central hub 

 Central hub processing and data storage 

 Central hub rulebase containing regulations and calculation rules 

 Central hub calculation modules  

 Real-time fraud analysis application 

In essence, the central hub system would act in the same way as a credit card central hub; it 

receives data from a variety of electronic sources, processes the data, makes a calculation, 

processes a deduction or credit, then processes payments of the net value to the payee and 

any additional payments to other stakeholders, such as the tax authority or service providers 

(payment service providers, ETPs, central hub provider etc.). 
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Tax collection and benefits payments 

Benefits and government subsidies 
By creating a single central hub system through which all electronic transactions flow – not 

only those from MPBPS but also from other electronic formats such as credit and debit cards 

and bank transfers – it is possible to create an efficient and effective channel for funds 

between government and citizens. But it is also important to establish positive reasons and 

incentives for the use of such systems on a personal level, above and beyond the general 

benefits to society.  

One way in which positive advantages can be demonstrated is in the payment of government 

benefits, discounts and rebates, particularly for those who do not have bank accounts. In 

addition to direct benefits payments, the central server system can intervene to provide 

targeted aid to particular groups in a discrete and confidential manner.  

For example, a benefits recipient could pay a merchant using a mobile phone payment which 

passes through the central server; the merchant would receive full retail price for the purchase 

into his electronic account, but the customer’s account would be debited with only 50% of the 
retail cost, with the rest paid by direct subsidy from a government account. In this way, the  

subsidy can be paid without imposing the stigma of food vouchers or other publicly visible 

interventions. 

Payroll Taxes 

In encouraging a move away from cash payments and towards a cashless, electronic 

environment in which the movement of funds can be tracked and audited, a critical first stage 

is in the payment of wages and salaries to employees, and the collection of payroll taxes in an 

efficient, trustworthy and consistent environment. 

In the proposed system, all electronic salary payments would be routed through a central 

server. Payment of the gross salary due to each employee is made by the employer to the 

central server system as a single gross amount each pay period; all due taxes and benefits are 

then calculated and extracted, using an underlying rulebase and details of each employee’s 
individual circumstances. Any benefits or allowances are also added and the net amount is 

then paid to the employee.  

In this way, the administrative burden of tax calculation and collection is taken away from the 

employer, and the risk of erroneous or fraudulent calculations is greatly reduced. In addition, 

any change in tax rates or allowances can be implemented centrally by the tax authority in a 

single process with a simple code change at the central server, rather than needing to be 

disseminated out to multiple employers for individual implementation. 
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VAT and sales tax collection 

In a similar manner, the central hub could easily control the separation of the VAT or Sales 

Tax component from the gross amount paid on transactions processed through the central 

system so that the seller or service provider receives only the net amount due on the 

transaction, with the tax component immediately separated and remitted directly to the tax 

authority. In the first instance, this could be available to major service and utility providers 

such as power companies, telecoms providers and government housing agencies who have an 

arrangement to receive payment directly from employees’ and benefit recipients’ e-money 

accounts; at a later stage, it may be desirable to ensure that all commercial transactions on 

which indirect tax is due should be routed through the central hub for the safe, efficient and 

speedy collection of the due taxes. 

In the current system, overall collection of VAT is frequently adversely affected by non-

payment to the tax authority by merchants who have collected the VAT from their buyers.  A 

recent EU study showed that losses from non-collection of VAT ranged from 1% to 30% of 

the total level due, in part caused by the ‘black economy’ of cash transactions and undeclared 
income; it is clear that the more transactions are conducted electronically, the greater the 

chance of collection. The Scandinavian countries, where electronic transactions are most 

developed, have the lowest losses, despite having the highest VAT rates.    
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Benefits of a central server-based system 

For the tax authority: 

1. VAT collection has been difficult and unpopular. This system makes it automatic, simple to 

operate and gives a high value of data for all tax reporting and analysis. 

2. The operation of real time fraud analysis will reduce losses dramatically in all areas of tax 

collection. 

3. Interface with local tax authorities will be greatly improved, as their taxes can also be 

collected in real time. 

For retailers: 

1. A cost-effective way of collecting sales proceeds, and paying the necessary taxes, with little 

reporting effort. 

2. A facility to market goods more effectively with promotions and frequent user discounts, 

giving the benefits automatically at the time of sale. 

3. VAT refunds are similarly automatic, recovered on the same day as purchases are made. 

For large employers: 

1. A major saving in administration of employees’ tax and benefits records.
2. A facility to bill customers to their quasi bank account for collection of regular bills. 

3. Automated VAT collection and refunding for all transactions. 

For telcos: 

1. Far greater traffic over networks as more and more transactions become electronic. 

2. If licenses to operate their part of the central clearing are given, they can generate an extra 

income stream. 

3. An ability to incorporate far more information facilities over mobile phones in all areas of 

business, education and support services. 

For government: 

1. A major increase in tax revenue. 

2. A capability to provide benefits to needy citizens in a secure and friendly manner, over the 

phone networks.  

3. Additional data can be stored on the central servers for education reports, medical records 

and other personal information as an additional service. The mobile phone owner can be 

confident that this information is only viewable by authorized officials; any doubt would be 

dealt with by calling the two parties to get a confirmation. 

4. Perhaps the biggest value would be in assisting developing countries operate in a non-cash 

environment. A smoothly working system would decrease not only the current high level of 

fraud, but also the perception of fraud. A truly accountable system which is user-friendly, 

cost-effective and popular would create exactly the right image for attracting international 

business. 

5. Similarly, if the tax revenue increase is as high as we anticipate, the ability to increase the use 

of some of this additional income for benefits programs for old age, infirmity and medical 

assistance would be simple to distribute and very popular throughout the country. 
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For citizens: 

1. Incentives to make the whole program attractive to all citizens. Typically, telcos are good at 

marketing, offering benefits such as free minutes, entry into a special draws etc. as part of 

their promotions. Retailers are also anxious to create promotions for regular customers; the 

ability to give these upgrades, price discounts or special bonuses at the time of sale (as can be 

done when the transaction is being made at the central clearer) is a major benefit for both 

consumer and retailer. 

2. Being assured they are receiving the correct net wage (and that the taxes have been paid as 

well) will be a relief for many. They will know that any change in allowances or benefits will 

be made at the central server immediately, and not be reliant on whether an employer 

implements it. 

3. A program of national events, where each time a citizen uses their phone for a payment, or 

showing attendance at school on time, or having an inoculation or any other ideas that the 

government decides worthy of promoting, they get a chance to attend an event.  
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Wider socio-political considerations 

The recent global debt crisis is an issue that cannot be ignored. There are a number of key 

areas in which effective measures can be implemented to limit negative impacts. 

These include: 

 Greatly reduce tax evasion 

 Modernize payment methods in a secure manner 

 Block the use of tax havens for tax avoidance 

 Create central data servers to manage benefits, healthcare, taxes 

 Support micro businesses to reduce unemployment 

 Discourage cash as a payment method 

 Enable mobile phones to act as a primary communication route 

We have seen that the ability of telcos to spread their towers across virtually all areas of the 

world is remarkable. They have proven this can be commercially achieved, even in most of 

the poorest regions – although some studies suggest that mobile operators in developed 

countries could run out of profit in the next two to four years if they do not change their 

business models (Tellabs/Analysys Mason, February 2011). 
12

While mobile ownership is widespread, patterns of usage vary greatly, and the different 

functionality now built into mobile handsets can extend the different modes in which 

information can be sent and received – from voice calls to simple SMS text messages, and 

on to browser-based applications and specialist mobile phone apps. In 2011 Smartphones 

accounted for around 32% of all handsets shipped, up 61% from 2010
13

, but even with 

cheap and simple handsets there are a number of ways to encourage regular participation.  

 The mobile phone network operators (MNOs) market effectively 

 Advertisers highlight specific products and promotions 

 Financial service and healthcare providers provide useful information of high 

perceived value 

 Online entertainment and news services are increasingly being demanded ‘on 
the move’.

The enormous value-add of being able to reach billions of people is also of great value to 

organizations such as the United Nations, World Bank, IMF, OECD and other international 

bodies; working together cohesively to encourage effective marketing approaches in this area 

could achieve huge benefits. 

12
 http://www.tellabs.com/news/2011/index.cfm/nr/142.cfm 
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IDC February 2012,  http://www.idc.com/getdoc.jsp?containerId=prUS23299912 
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The goal of a cash-lite society 

Cash is expensive, hard to track and frequently used in transactions that are illegal, 

unsanctioned or aimed at evading tax payment. In promoting a fairer and more efficient 

government payments system it is important to discourage the use of cash and promote the 

benefits and advantages of electronic payments.  

Some governments have already recognised the potential benefits of reducing the use of cash, 

with incentives for electronic payments and penalties or disincentives for cash usage. These 

include initiatives such as the ‘cashless Lagos’ pilot in Nigeria and a more ambitious 
initiative in Eskisehir, Turkey - and Turkey’s expressed intention to work towards a cashless 
society by 2023.

14

The huge growth in MPBPS can help to work towards the goal of a connected, coherent and 

accountable cashless system – but only if the commercial providers can be managed 

effectively, the transactions tracked and audited centrally, and consumers and citizens 

provided with incentives and benefits to ensure that using electronic payments is fairer, more 

secure and more advantageous than using cash. 

Building a feeling of trust 

Any time a government is perceived to impose a central system on its citizens there can be a 

sense of distrust and anxiety about the loss of independence and personal rights. It will be 

necessary to ensure an effective ‘hearts and minds’ campaign addresses citizen concerns and 
emphasises the benefits over any perceived threats to personal freedom. 

One example of how public acceptance may be gained would be to take lessons from a 

number of national lottery schemes around the world, in which derived financial benefits are 

shown to be applied directly to worthwhile projects and good causes. The financing of the 

2012 London Olympics from this source has been popular and successful. Incentives that 

include inclusion of those who make cashless payments into a free national draw or lottery 

have already been shown to encourage participation.  

The initial public presentation of government-mediated electronic payment systems has to 

emphasise the advantages to the individual citizen, whether presented as the opportunity to 

win prize money or other material benefits, access to government services or investment 

opportunities.  The underlying aim of the programme is to increase overall tax income; but 

this can also be shown to be a direct benefit to the honest citizen. The significant decrease in 

tax evasion and the restriction of avoidance by the wealthy should be seen as a way to 

lower the overall tax paid by the honest citizen and increase the fairness of the system to 

all.

14
 http://www.guardian.co.uk/business/2011/nov/20/turkey-mobile-technology-cash-bazaar 
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Controls on mobile network operators (MNOs) 

The mobile phone is clearly the primary contact point for billions of individuals. By creating 

a programme in which citizens are incentivized rather than forced to use their mobile phone 

for cashless purchases, we can create a system for financial transactions that is cost-effective 

and to everyone’s benefit.

In order to build an effective system that produces consistent, secure and viable solutions 

globally, it is critical to address the relationship between government controls and the various 

commercial interests, most notably the telcos, m-payments providers and Mobile Network 

Operators (MNOs). Current national approaches are piecemeal, with different solutions being 

tried in different territories and governments attempting to learn from experiences where 

mistakes have been made – for example, with the implementation of M-PESA in Kenya 

where arguably the m-payments operator has been granted too much freedom, with the result 

that other governments have reacted by over-regulating.   

Ideally a standard for the operation of m-payments and m-banking should be regulated as part 

of an international agreement. If Central Banks are delegated the task of regulating the 

financial activity of MNOs, the system can be as secure as any banking network. If solutions 

continue to be implemented on a country-by-country or case-by-case basis, the whole 

program runs the risk of failing due to fraud and systemic or technological breakdowns. 

Possible solutions include: 

 Have a strict licensing policy for each MNO, issued by the Central Bank

 Ensure that MNOs are message-passers, not financial intermediaries

 Require inter-operability across competitive mobile networks

 Establish a central server format to apply real time fraud analysis and credit checks

It is recognised that there may be resistance to the application of some of these controls, 

particularly from the large multinational MNOs, who have invested large sums in developing 

a competitive advantage in breaking new ground and establishing advantageous working 

practices before regulation has been able to catch up.  

It is imperative that co-ordinated international pro-active steps are taken to ensure that 

opportunities for fraud and mis-management are minimised while still enabling commercial 

interests to take fair advantage of the opportunities for substantial growth in this critical area. 

The MNOs provide the critical technology infrastructure that enables cashless payments to 

take place, but must also take responsibility to ensure that financial transactions carried over 

their networks are at least as secure and protected as existing traditional financial systems. 
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Action points 

The movement towards mobile phone-based connectivity, and the consequent rise in financial 

transactions operated through this technology, is happening at a rapid rate. It is as if a whole 

new world is being invented, where we find different species every day. This is not just a 

financial change; the way we manage healthcare, schooling, investment etc. all change as 

well.  

Government, in all forms, stand to gain significantly from these developments – but the 

danger is that inaction permits the perceived dangers to overwhelm the potential benefits.  

Under the scenario described, Central Banks have the greatest duty of managing the data and 

financial flows, but tax authorities also have a major role. Each government takes the ultimate 

responsibility to manage its own internal circumstances, but there are many areas where the 

issues are universal or have consequences across national boundaries. In this context, bodies 

such as the United Nations have a great opportunity to assist governments globally by 

ensuring a sharing of knowledge and technology assets. 

Recommendations for next steps 

In view of the rapid developments in both mobile technology and the applications of financial 

transaction services carried by these networks in a wide range of countries, the issue of co-

ordination and regulation is both critical and urgent. 

It is recommended that further studies be established on the issues of management and 

regulation associated with m-payments, m-banking and m-retail applications. 

It is further proposed that experts in the use of mobile transactions, security, fraud 

management, tax evasion control and anti-money laundering be brought together in a forum 

aimed at discussing the potential benefits and threats of these applications to governments.  

There are two possible formats for ensuring a meaningful outcome from such a pooling of 

knowledge and expertise: 

1. Establish a Committee of Experts under the remit of the United Nations, in a similar 

format to the Committee of Tax Experts, or as a sub-group of the existing committee. 

By providing the umbrella support of the UN, it will be seen that this topic is 

recognized as being of importance globally. 

2. Establish a cross-organization forum involving contributions from a number of 

relevant international organizations. Initial suggestions include the UN, World Bank, 

IMF, OECD, ITU, ISO and regional tax bodies including IOTA, CIAT and ATAF. 
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The objectives would be to deliver agreed recommendations and models for governments to 

benefit from the experience of others, and to test and report on new technology options. The 

transfer of knowledge on the establishment of central server controls, regulation of the flow 

of electronic funds and fraud analysis can reduce administrative costs for each government 

and maximize revenues. 


