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Cybercrime takes a toll on the global 
economy

- Online fraud, identity theft, and lost 
intellectual property;

- On governments, companies and 
individuals around the world;

- Inflicting damage on the innocent, 
on the vulnerable, and on our 
children.
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Some Major Attacks in 2011

January
• Major cyber intrusion in Defense Research and Development in Canada. Finance Department and Treasury 

board forced to disconnect from the internet 

March

• Hackers penetrate French government computer network

• South Korea Defense Network penetrated

• RSA Secure ID compromised

• Attacks at EU’s Commission and External Action Service

June

• Attacks at Sony. Millions of logins leaked

• Attacks and NATO internal network

• Attacks at International Monetary Fund (IMF)

• Hackers disrupt 51 Malaysian government websites

• UK Treasury under sustained cyberattack

October
• Cyber-attacks on UK at disturbing levels

• Japan under Heavy Cyber Attack

November

• Hackers destroyed a pump used by a US water utility

• Duqu computer virus Detected by Iran civil defense organization

• More than 100 Pakistani Government Sites Under Malware attack

• Thousands of United Nation (UNDP) logins leaked

• Cyber attacks hit Fujitsu local government system in Japan

• Largest DDOS attack hit Chinese company

Many more have happened, and many more will…
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Top 26 attack destination countries
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Top 20 attack source countries
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Threats Report: November 2011



December 2011

Financial impact

 It is estimated that overall cost of cybercrime is as much as $1 trillion on a global basis.

 The estimated average cost to an individual US organization was $3.8 million per year in 2010.

 In 2011 the estimated average cost to an individual US organization is $5.9 million per year, with 
a range from $1.5 million to $36.5 million per organization.

 The most costly cyber crimes are those caused by malicious code, denial of service, stolen or 
hijacked devices and malicious insiders. 
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ITU and Cybersecurity

2003 – 2005

WSIS entrusted ITU as sole facilitator for WSIS Action 
Line C5

“Building Confidence and Security in the use of ICTs”

2007

ITU Secretary-General launched the Global Cybersecurity 
Agenda (GCA) 

A framework for international cooperation in 
cybersecurity

2008 - 2010

ITU Membership endorsed the GCA as the ITU-wide 
strategy on international cooperation; launch of ITU Child 

Online Protection initiative 

http://www.itu.int/osg/csd/cybersecurity/gca/cop/
http://www.itu.int/osg/csd/cybersecurity/gca/impact_index.html
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The world’s foremost 

cybersecurity alliance!

 Within GCA, ITU and the International Multilateral 
Partnership Against Cyber Threats (IMPACT) are 
pioneering the deployment of solutions and 
services to address cyberthreats on a global 
scale.

 ITU-IMPACT’s endeavor is the first truly global 
multi-stakeholder and public-private alliance 
against cyber threats, staging its state-of-the-art 
facilities in Cyberjaya, Malaysia. 

 ITU-IMPACT supports Member States and others 
with the expertise, facilities and resources to 
effectively enhance the global community’s 
capability and capacity to prevent, defend against 
and respond to cyber threats. 

Collaboration towards A Global Strategy
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UN Delivering-As-One

• United Nations Chief Executive Board (CEB) has 

given high priority to Cybersecurity, following a 

proposal from the ITU Secretary General, on a UN-

wide strategy. 

• ITU and UNODC have been identified as lead 

UN Agencies to facilitate the review of the policy 

and technology implications of cyber-crime and 

cyber-threats for the UN system and are co-

chairing a Working Group

• ITU is facilitating the process towards a 

UN common framework on Cybersecurity that 

would address the issue of Cybersecurity at 

national, regional and global level.
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ITU – UNODC MoU

Legal Measures

Capacity Building and Technical Assistance

Intergovernmental and expert meetings

Joint Study

Sharing knowledge and information
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Cybersecurity: a global issue

“There is a real hunger to address the need 
for a safe and secure future in cyberspace.

All governments need to respond to this 
demand; 

not just some governments, in some regions 
of the 

world, but across the globe.” 

UK Foreign Secretary, William Hague, London 

Cyberspace Conference, November 2011
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Cybersecurity: a global issue requiring 
a global solution

 Every government should commit itself to giving its people access 
to communications.

 Every government should commit itself to protecting its people in 
cyberspace.

 Every country should commit itself not to harbour terrorists / 
criminals in its own territories.

 Every country should commit itself not to be the first to launch a 
cyber attack on other countries.

 Every country should commit itself to collaborate with others 
within an international framework of co-operation to ensure that 
there is peace in cyberspace.
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For further information

www.itu.int/cybersecurity

cybersecurity@itu.int

http://www.itu.int/cybersecurity
mailto:gca@itu.int

