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Good morning, good afternoon and good evening. INTERPOL would like to give an overview of their work in drones as well as some of the future threats that are currently on the horizon but will be a challenge for you in the coming years.



DRONES ARE THE NEW 
THREAT TO GROUND 

OPERATIONS BY POLICE 
OR ARMED FORCES

Presenter
Presentation Notes
The threat from drones has created an asymmetrical threat for armed forces, peacekeepers and law enforcement. Drones are starting to become a common feature in the landscape of war, terror and criminal activities. Drones are getting cheaper and easier to fly and many entities have woken up to the fact that a drone can be used for surveillance, smuggling and remote attacks. A criminal can launch a drone and view the camera feed and position themselves away from the area of interest so that they are never detected or apprehended. Also from the attack in the middle east we have seen drone attack oil refineries that have then increased the cost of oil which then increases the price of petrol at petrol stations across the globe so the economic fallout form such attacks is not just felt locally, its felt globally.



AIRPORTS AND 
PLANES TAKING OFF 
AND LANDING ARE 

ALSO UNDER THREAT 
FROM DRONES
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A prime example of such an issue is the threat or drones to an airport and air traffic. In the past we have seen drones cripple airports for days just by flying them in or around the perimeter of the airport. INTERPOL has seen the threat from drones increase over the recent years and incidents such as Gatwick Airport in 2018 highlight just how disruptive a drone incursion at an airport can be. Its not only the disruption but also the cost to cancel and reroute air traffic during a drone incursion at an airport as well as the cost to the airlines to reroute passengers and cargo. 



• Usage by Law 
Enforcement

• Implications

• Challenges and 
Limitations 

Definition: Use of 
drones by Law 
Enforcement and 
associated guidance

TOOL • Countermeasures

• Detect and Identify

• Drone Incident Handling 

Definition: Utilizing systems and intelligence to 
counteract the threat from drones.

THREAT

• Forensic Recovery  
of Drone data

• SOPs and Guidelines

• Data Processing and 
Analysis

Definition: The recovery 
of data and identifiers 
from drones and 
associated equipment.

EVIDENCE

GLOBAL OPERATIONAL 
PROCEDURE AND GUIDELINES
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H
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E
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INTERPOL created the Drone Paradigm which placed the areas of interest for law enforcement in drones in three distinct areas and they are:Tool: Use of drones by law enforcement in operational environments such as search and rescue, remote reconnaissance or patrols and advance remote sensing to locate suspects or missing personsThreat: The use of drones by criminals, terrorists and bad actors as well as guidance on how to react to a drone incident to maximise data and biometric dataEvidence: Data recovery from drones and associated equipment's to help identify the pilot and historical flights from a drone and associated systemsThis has enable member countries to understand the threat and benefits of drones to their agencies and INTERPOL is working closely with them to maximise use cases, threat data and digital forensic opportunities.



Collaborative work 
between Innovation 
Centre and Counter 
Terrorism Unit that 
produced a review of 
the threat from drones 
within South East Asia
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As you can see INTERPOL has been exploring this area since 2017 and have hosted three expert groups, published a drone incident framework as well as working alongside partners such as the European Union to deliver a unified message on drones and the associated areas of interest for law enforcement. 



UN OCTOOBER 2021

INTERPOL FRAMEWORK FOR RESPONDING 
TO A DRONE INCIDENT  for FIRST 
RESPONDERS AND DIGITAL FORENSICS 
PRACTITIONERS 

- Published May 2020
- INTERPOL And 10 member countries collaborated to 

develop technical and best practice documents
- Published in English, Spanish, French and Arabic

Since publication, many member countries/regions have used 
the framework to guide and develop response frameworks to 
drone incidents

Presenter
Presentation Notes
INTERPOL Published the Framework for Responding to a Drone Incident in May 2020 and this was published to all 194 member countries of INTERPOL and was translated into French, Arabic and Spanish. This Framework was shared with member countries and the community and can be easily found from INTERPOL and other online resources. This framework has been referenced by many regional and international initiatives and was the first framework to introduce the threat from drones to a wider audience.



UN OCTOOBER 2021

INTERPOL Initiative to Counter the Threat posed by 
Illicit Use of Unmanned Ariel Systems(UAS) 2021 –
South-East Asia Report

- Published March 2021
- INTERPOL Counter Terrorism Unit supported by Innovation Centre 

engaged with member countries in the South-East Asian Region to 
understand the threat they face from drones

- Funded by FBI WMD Unit
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INTERPOL also published a report on the threat posed by Illicit use of Unmanned Ariel Systems in January 2021 which was a collaboration between INTEPROL Innovation Centre and Counter Terrorism Unit and was funded by the FBI Weapons of Mass Destruction Team. This report highlighted the threat from drones in the region and also looked towards the future and how the region could prepare itself to counter such threat.



THERE IS NO SILVER BULLET TO SOLVE THE CHALLENGE OF DRONES FOR ALL
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Unfortunately today there is no silver bullet to stop a drone from entering your airspace. Drone countermeasure solutions are big business and there are many ways to stop a drone. Unfortunately there is no one solution that can prevent drone incursions completely. There are over five hundred solutions currently on the market and for the end user it is difficult to understand how drone countermeasures work and the authority to stop a drone in flight is currently not in place so a majority of the time you can only detect, track and identify the drone and pilot. If you want to bring the drone down or redirect the drone out of the airspace then you will need special dispensation from the authorities.



The Future?
Drone Swarms
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In the future we will see an evolution of drones accelerate from fully autonomous drones, drone swarms, homebrew drones and drones controlled across 5G networks. The market is evolving far faster than the legislation and regulations surrounding them. For instance most drone incursions tests only feature one or two drones but how does an entity react to a drone swarm?
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As drones evolve so does the march to Unmanned Traffic Management or USPACE. This is the nirvana where low altitude drones will be automatically managed and will allow for flying taxis, transporting cargo by drone and drone delivery become mainstream. Many countries are implementing regulations and systems to manage low altitude traffic but many systems are country specific and may not be compatible with surrounding countries/regions. The advent of such systems is not as far as way as we believe and if this is not implemented in a coordinated way it will be a very complicated landscape to navigate. Also consideration should be given to what happens when something goes wrong, who is responsible to respond, where is all the flight data and traffic control stored and how does the investigator get access to such data?
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From the air we should also be aware that there is an emerging threat from underwater drones. These drones could be used to sink ships below the surface, hack into data cables to disrupt internet or telecommunication services as well as eavesdrop on transmissions. These drones can also be used to transport illegal goods across seas or bays and the likelihood for detection is very minimal.



AUTONOMOUS VEHICLES

- The road to autonomy will create new 
threats

- A connected car could become a mobile 
bomb

- Adjust the charging parameters for the 
battery

- Battery over charges and explodes
- Increase in zero days, vulnerabilities in cars 

which enable open access and manipulation 
of vehicle data and user experience

INTERPOL has been actively 
discussing this with the 
industry and law enforcement 
for over five years and will 
restart the car forensics 
working group this year
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Back to the land and the rise in autonomous vehicles is accelerating as countries tries to be the first to reach level 5 in autonomous vehicles. Many countries are accelerating the adoption of autonomous and semi autonomous vehicles as this may solve many current issues being experienced in supply chains and associated services as well as improving road safety. There are challenges and pitfalls with this rapid evolution and that is:How is a crash is investigated involving an autonomous vehicle?Who has access to the data and can this data be used in an accident investigation?How can a autonomous vehicle be protected from zero day and cyberattacks?What data is stored and collected by autonomous vehicles and how and where is this data stored and used?How much of the data is uploaded to the cloud and who has access to it?These are just some of the considerations that should be bared in mind when implementing autonomous systems within a vehicle.We will also see infrastructure modernised and adopted to allow autonomous vehicles and trucks and the smart city will be a major data hive of environmental, telemetric and data variables.Governments and legislative bodies should try and understand what data is being collected and how it maybe used by the suppliers and third parties as well as how this maybe used for criminal investigations and curating a safe environment for the populous.



28th – 30th September 2021
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INTERPOL sees itself as a coordinator and creator of activities to engage and enhance member countries understanding of emerging threats and technology. One instance of this is the INTERPOL Drone Incursion Exercise that was held in Oslo, Norway between the 28th and 30th September 2021. This event came about due to member countries requesting such an exercise so law enforcement can gain a greater understanding of drone countermeasures and its effect on a real environment. INTERPOL. AVINOR, Norwegian Police and UAS Norway hosted the exercise at Oslo International airport.



OVER 100 DRONE FLIGHTS

OVER 2000 
AIRCRAFT 
MOVEMENTS

27 cUAS Systems 
17 Providers

120 Participants
16 Countries

Exercise Statistics
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This was the first such exercise that took place at an operation civilian international airport. The airport stayed operational during the exercise where the Norwegian Police flew over 100 drone sorties into the airport. The drone countermeasure systems were divided into 4 groups – Passive, Active, Multi System and Effector systems and were evaluated against detection, tracking and locating of the drone entering restricted airspace. During this time there were over 2000 active aircraft movements and was attended by 120 participants from 16 countries.



Photos courtesy of UASNORWAY
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This was an active exercise where we gathered experts in cUAS from member countries to share experiences and knowledge in cUAS systems. We gathered as many different technologies in cUAS as possible to ensure an impartial test and this involved the Avinor, Norwegian Police, Frequency Regulator and many other agencies to ensure this event was able to go ahead. Each system had to be licensed and approved by the regulator as well as cleared by the airport operator to be active within the airport. This was a massive undertaking and many member countries stated that they could not host such an event due to the complex equipment that an airport presents to them
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Complete the puzzle

Without All Pieces
Then the picture is not 

complete

The Drone Arena 
requires all entities to 
openly communicate 

and exchange 
information

Drones are ever evolving 
and is constantly 

changing
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INTERPOL is just one piece of the puzzle and we are constantly collaborating and coordinating our work with member country agencies, governments as well as other NGOs such as the UN to ensure a coordinated approach to emerging technology and its implications for law enforcement and associated entities. Unless the puzzle is complete it will never be fully realised. Collaboration, knowledge sharing and project/program outcomes are essential to complete a comprehensive picture of any technology and its associated threat, tool and evidential value to law enforcement. By collaborating we have managed to save member countries time in understanding the threat, implication and use of technology. INTERPOL is already working with European Union on Project Courageous and ENLETS to analyse and develop solutions for law enforcement and we have strong partnerships with agencies across the globe to fully realise the potential threat, tool and evidence of any technology or innovation.
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Thank you for your time and INTERPOL is the only global law enforcement network with 194 member countries and a huge supportive network in industry and academia to enable member countries to overcome new threats and criminal behaviours globally. We hope you can also contribute to the work of INTERPOL and its activities in drones, critical infrastructure and associated realms.
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