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As technology
continues to evolve,
its impact grows
deeper, presenting
both opportunities
and challenges that
shape our future.
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Introduction

Technology is an integral part of
modern life, influencing the way
people live, work, and interact. From
the convenience of smartphones

to the power of Artificial Intelligence
(Al), these innovations affect our daily
routines and societal progress. As
technology continues to evolve, its
impact grows deeper, presenting
both opportunities and challenges
that shape our future. Al is at the
forefront of this, accelerating across
sectors faster than ever before.

In 2021, the United Nations Office
of Counter Terrorism (UNOCT),

in collaboration with the United
Nations Interregional Crime and
Justice Research Institute (UNICRI),
published Algorithms and Terrorism:
The Malicious Use of Artificial

Intelligence for Terrorist Purposes.
This report examined the threats
posed by Al and similar technologies
if used by individuals intending to
commit acts of terrorism. Al-related
threats were identified and divided
into three branches of security
priorities: malicious cyber activity,
the enabling of physical attacks,

and political interference.! This was
endorsed by The Alan Turing Institute
in 2023, which also noted that there
are three broad categories of threat
actors. The first is the state actor
which may use Al as part of a wider
armoury; the second is the non-state
actor, such as an organised crime
group that seeks to exploit the public
and undermine the rule of law; and
the third is lone-actors that may use
Al to inflict harm.?

This annual report by the Counter
Terrorism Preparedness Network
(CTPN) — Artificial Intelligence in
Cities: Securing Our Future — builds
on the categories outlined by
UNOCT. However, as cyber threats
were recognised in a previous CTPN
report on City Preparedness for
Cyber-Enabled Terrorism, this report
will specifically focus on the physical
and political threats Al-enabled
technologies pose.® This recognises
that there is a degree of overlap or
interchange since physical threats
may serve as political threats (or
ideological/religious ones) and vice
versa. This report otherwise directly
complements additional CTPN
reports on Mis- and Disinformation:
Extremism in a Digital Age, and
Preparing for Hostile Drones in Urban

Environments, which respectively
highlight Al as an enabler for
disinformation and targeted
attacks by drones.*®

This report seeks to further
understand Al and the potential
threats it poses in the context

of terrorism. It also considers

the benefits Al offers to counter
terrorism and build both security
and preparedness. Of course,
there are many other uses of Al

in different sectors, which are not
discussed in this document. It is also
accepted that the speed of change
and development in the field of Al,
and technology more broadly, is
fast. What is written today may not
apply in the same way tomorrow.
Therefore, whilst this report refers

to current research and examples,
it avoids overly technical details and
offers a high-level perspective for
strategic planning in cities.

By applying a city lens and
narrowing the focus to a smart city
perspective, this report seeks to
drive awareness by highlighting both
the threats and benefits of Al, and
how terrorists could exploit them. It
evidences the need to continually
address vulnerabilities and enhance
security and preparedness against
terrorist threats powered by Al,
before concluding with overarching
implications and a set of high-level
recommendations aimed at

city authorities.
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Al is not a single
entity; rather, it is
a field of diverse
technologies that
can be used
individually or
collectively.

2

2 Understanding Artificial

Intelligence

According to the European
Commission’s report Al Watch:
Defining Artificial Intelligence, an Al
system refers to “software that is
developed...for a given set of human-
defined objectives, [to] generate
outputs such as content, predictions,
recommendations, or decisions
influencing the environments they
interact with.”

Common Features of Al

It is important to note that Al is not

a single entity; rather, it is a field of
diverse technologies that can be
used individually or collectively. The
field has evolved since 1956, when
universities originally established
laboratories to research Al.
Understanding of the technology
grew, and Al broke into the realms of
speech translation and recognition.

This is one category of generative Al,
a form of machine learning that can
be broken into two types: supervised
— where the correct answer is
provided — and unsupervised —
where the computer interprets
patterns in the data to come to a
result. Supervised learning has a
greater ability to compute complex
data because its inputs are known.

The Black Box Effect

Inputs

l

It also demonstrates how, today,

the capabilities of Al have expanded
significantly. Al is used extensively
on most internet services, including
language translation to image, voice,
and facial recognition. Consider,

for instance, how after analysing
thousands of images of dogs, a
generative Al model can create

a new, synthetic image of a dog

Outputs

outperforming many
human experts.'®

For this reason, Al has been argued
to reduce labour, enable space for
humans to explore more creative
pursuits, and drive societal progress.
However, it is also considered to risk
increasing unemployment, damaging
industry, and encouraging an over-
reliance on technology whilst posing
threats to security whether cyber-
based, physical, or political.

How an Al system is regulated,
developed, implemented, used,

and managed is key. This hinges on
humans’ ability to maintain control
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.....
L
ceo
ce
L
ces
.o
2o

Perception of the environment.
The consideration of real world
complexities.

Decision-making.
Reasoning and learning, to take
actions and perform tasks.

Moreover, the UK National Cyber
Security Centre considers Al systems
to be “computer systems which

can perform tasks usually requiring
human intelligence. This could
include visual perception, speech
recognition or translation between
languages.” This usually involves
training machines to simulate human
thought processes and
decision-making.%10

Information processing.
Collecting and interpreting inputs
in the form of data analysis.

Achievement of specific goals.
The ultimate reason for
Al systems.”

At the turn of the 21st century, the
internet and its abundance of data
became mobile, allowing Al to be
more widely integrated."'? Today,
automation and deep learning
represent the latest revolutions in Al.

Large Language Models (LLMs) and
multi-modal models are examples of
deep learning. They are pre-trained
on vast quantities of data.’™®

l

_—— e ————

This also increases the accuracy
and reliability of its results.
Unsupervised learning otherwise
relies on patterns and clusters of
data to “self-supervise” decision-
making." Some types of LLMs are
capable of unsupervised training by
simultaneously processing entire
sequences of data, often with
hundreds of billions of parameters
and sources.'> However, one of
the main challenges is human
comprehension.

LLMs are based on neural network
frameworks, resulting in extremely
large and complex models once
built. Their size can be difficult to
comprehend, and in some cases, the
user will be entirely blind to the LLM’s
decision process, aware only of the
inputs and outputs. This opaqueness
is known as the “black box effect”.'6
This stresses the need for clear
parameters and criteria that enable
more control over what goes

into the box.

.......

that, while entirely fictional, looks
indistinguishably real. Generative
Al and platforms like ChatGPT and
Google Gemini are transforming
how we do things, from co-piloting
aircrafts to developing

computer code.

In fact, the 2024 Nobel Prize in
Chemistry was awarded for the
development of an Al algorithm that
solved the fifty-year protein structure
prediction challenge, and the 2024
Nobel Prize in Physics was awarded
for developing machine learning
technology using artificial neural
networks."”

Such advancements are remarkable.
In recent months, the Al company
“OpenAl” shared early test results
from a new model called 03. “These
results indicated significantly stronger
performance than any previous
model on several of the field’s most
challenging tests” from programming
to abstract and scientific reasoning,

Artificial Intelligence in Cities: Securing Our Future — Report 2025

counter terrorism or otherwise — will
depend on how well it is understood
and embedded into the fabric of
society.'® However, its effectiveness
also depends on factors such as
governance, regulation, ethics,

and the adaptability of security
frameworks. Likewise, its impact —
when used by malicious actors (e.g.,
hostile states, terrorists, organised
crime groups, or other criminals) —
will depend on the capabilities they
have access to, how they decide to
use them, how technologically skilled
they are, and how robust counter
measures are.

|
|
|
; : over the technology and, thus, its
|
|

Al’s impact - in the field
of counter terrorism or
otherwise - will depend
on how well it is
understood and
embedded into the
fabric of society.
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The integration of
Al as an enabler for
terrorism represents
a growing threat,
allowing for more
sophisticated
operations, broader
reach, and
increased impact.

2

* Threats Posed by
Artificial Intelligence

Al development collaborations
between nation-states reduce the
unit cost of mutually beneficial
technologies, which is driven down
further by commercial market
competition. Consequentially, as Al
technologies become more
affordable, they are more easily
acquired or exported, including by
non-state actors or through illegal
markets. This rapid diffusion of
technology presents significant
security challenges.?®

The 2024 European Union Terrorism
Situation and Trend Report noted
terrorists “have the capability to
strategically integrate the most recent
developments in digital technology.”
This includes Al “to spread
propaganda, recruit, plan attacks,
and evade detection by law
enforcement.”! It further noted how
LLMs and deepfakes are exploited to
“create false identities, spread
disinformation and bolster
propaganda campaigns.”??

Trends indicate that Al is primarily
being used by criminals to enhance
current cybercrime activities such as
deepfake scams, phishing
assistance, vulnerability research, as
well as target reconnaissance.?®
Such Al-enhanced activities could be
adapted to support terrorist attack
planning. Herein lies an important
distinction. Terrorists may be
Al-enabled (by maliciously using
generative Al, for example), and their
attacks may be Al-enabled (such as
with drones). The rise in new or novel
attacks using Al, however, has been
slow so far but will increase as
knowledge expands and associated
accessibility grows for

malicious actors.

Adversarial Al, for example, could be
used by a terrorist group to obtain

sensitive data, recreate sensitive
models, or adversely bias model
results. Thus, the use of Al itself offers
a potential attack vector for

an adversary.

Al can be used by malicious actors in
a myriad of ways. Consider political
interference, disinformation
(fabricated or deliberately
manipulated content), or deepfakes
that leverage Al-generated
propaganda and chatbot-driven
radicalisation; the use of Al-enabled
3D-printing to assist in producing
untraceable assault weapons;
synthetic identity fraud, using
generative Al to create fake personas
for illicit financing, infiltration, or
recruitment; Al use in malware
generation or automated cyber-
attacks; and the development of
“how to” guides, or the application of
technologies to plan, facilitate, or
deliver attacks.

For example, the International Al
Safety Report 2025 found that
“systems have displayed some ability
to provide instructions and
troubleshooting guidance for
reproducing known biological and
chemical weapons and to facilitate
the design of novel toxic
compounds.”* The CTPN report on
Bioterrorism: Applying the Lens of
COVID-19 also recognised this
possibility.?> Of course, this requires
a degree of knowledge, investment,
access, and resources, but Al —
notably LLLMs — could offer
significant assistance.

Terrorists are already testing ways Al
can be used. A 2023 EUROPOL
report highlighted the ability of LLMs
to answer contextual questions,
making it “significantly easier for
malicious actors to better understand
and subsequently carry out various

types of crime.”?® These systems can
be tricked into providing guides
tailored to the goals and resources
the terrorist desires.?”

The recent ‘cyber-truck’ explosion in
Las Vegas raises further concerns
about the accessibility of generative
Al tools and their potential misuse to
help build explosive devices. Kevin
McMahill, Sheriff of the Las Vegas
Metropolitan Police Department said,
“This is the first incident that I'm
aware of on US soil where ChatGPT
[was] utilised to help an individual
build a particular device. It’s a
concerning moment.”?® The
integration of Al as an enabler for
terrorism (whether non-state or
state-sponsored) represents a

growing threat, allowing for more
sophisticated operations, broader
reach, and increased impact.

Rebecca Weiner, the New York Police
Department’s Deputy Commissioner
for Counter Terrorism, said that “Al
takes existing problems and
magnifies them.”?® Indeed, terrorists
have a track record of using everyday
technology in unconventional and
exploitative ways. Whilst views vary
on the capability of terrorists to
effectively employ Al — and low-tech
physical approaches such as blunt
and bladed weapons, firearms, and
explosives are still considered to be
more likely — the rapid evolution of
technology coupled with low barriers
to access suggest the threat of Al

Potential Threats Posted by Al Technologies

New attack patterns and tactics
that use Al in yet unknown ways.

Semi or fully automated attacks using

autonomous and remote systems.

Radicalisation and recruitment of
individuals by targeting

vulnerable groups.

should be a concern. Its synergy with
terrorist intent, especially as an
enabler, is evident.

Whilst there is no internationally
agreed definition of terrorism, it can
be understood as the intentional use
of force — either physical, emotional,
or psychological — against a certain
group to advance a political,
ideological, or religious agenda.30:81
This definition has become
increasingly blurred with hostile state
activity and the resurgence of
state-sponsored terrorism, serving as
a dangerous interplay in the context
of Al. The following sections will look
at how this translates to physical and
political threats in more detalil.

Hostile reconnaissance, intelligence
collection, and operational
planning/instructions.

Enhanced and higher volumes of
propaganda and disruption through
disinformation.

Higher tempo of cyberattacks, lowering

the entry point for those that are more
sophisticated.

Artificial Intelligence in Cities: Securing Our Future — Report 2025
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City infrastructure
itself can not only
become terrorist
targets but also a
tool for terrorists or
other malicious
actors.

2

Physical Threats

Physical threats encompass
Al-related changes to the threat
landscape as it relates to the physical
world. This goes beyond the use of
Al to push disinformation, which is
explored in the next section, instead
focusing on its potential to directly
enable system failures or attacks.
Examples include the use of Al for
attack planning or impacts stemming
from Al-driven activity in cyberspace,
materialising through hard
technologies or physical world
implications. For a threat originating
in cyberspace (such as Al-generated
ransomware), the focus would be on
its physical consequences (such as
the shutting down of an energy grid).

It follows that, in smart cities,
Al-integration into the built
environment can develop into an
attack vector. Structures may be
“designed, constructed, and
maintained making use of advanced,
integrated materials, sensors,
electronics, and networks which are
interfaced with computerised
systems comprised of databases,
tracking, and decision-making
algorithms.”? Technologies, and
especially Al, are an integral part of
creating and operating smart
infrastructures, in everything from
energy and water systems to
buildings, streets, and lighting.

For instance, packed with 28,000
sensors, ‘The Edge’ in Amsterdam
has been described as the “smartest
building in the world.” A smartphone
app enables constant connectivity
with this office space. It “checks your
schedule, and the building
recognises your car when you arrive
and directs you to a parking
spot...”Then the app finds you a
desk. Wherever you go, the app
knows your preferences for light” and
temperature, and it tweaks the
environment accordingly, in a bid to

drive efficiencies.?* Future smart
cities will likely increase this type of
Al-integration.

The subsequent extent of
vulnerability to attacks may be
determined by the level of integration,
adaptivity, and automation of Al
components.®* In this context, city
infrastructure itself can not only
become terrorist targets but also a
tool for terrorists or other malicious
actors. Today’s architecture deploys
Al systems, for instance, for
predictive cooling/smart heating,
ventilation, and air conditioning —
systems that can be hacked and
repurposed across a building or
whole city block.

Data poisoning is the
intentional manipulation
of training data to
introduce biases

or control the outcome
of a system.

The potential physical manifestations
of data poisoning offer another
example. Data poisoning is the
intentional manipulation of training
data to introduce biases or control
the outcome of a system. It is
particularly relevant for machine
learning, specifically deep learning,
because of the heavy reliance on
training data. Authorities also have
difficulty identifying what is contained
in the training data and may not be
able to forensically detect any
changes made. By subtly altering the
data used to train models, attackers
can exploit this blindness to degrade
performance, cause incorrect
predictions, or even embed hidden
backdoors which could be

accessed later.®
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4 Physical Threats continued

Indeed, it may be possible to disrupt
or derail decision-making by forcing
machine learning systems to
misclassify data, thus influencing, the
machine’s learning and actions, and
teaching it to create harm or hold
unacceptable viewpoints.3® Such
could result in improper flags for
innocent individuals or the lack of
identification of known terrorists.®”
Theoretically, blind spots could also
be created for detectors, such as
concealing weapons from x-rays or
misidentifying a license plate.*8
Whilst this would be a sophisticated
attack, it demonstrates how
open-source Al platforms, which rely
on open-source data, could be
manipulated with major
consequences. This underscores the
importance of ensuring credible and
reliable data to train Al systems. This
relates to major concerns regarding
data privacy and human rights, as
explored later.

Dr Paul Martin, a Distinguished
Fellow at the Royal United Services
Institute, has also highlighted how
organisations now face a growing
security risk from artificial insiders.
Dr Martin referred to agentic artificial
insiders that can achieve outcomes
independently, albeit mostly in and
from the virtual world. Like the
human insider threat, these are digital
insiders or imposters that could
commit “fraud; blackmail; theft of
data, money or intellectual property;
covert influencing; physical or cyber
sabotage; violence; leaking [of
confidential information]; terrorism;
espionage; and so on,” which can
manifest with real-world
consequences that are physical and
emotive in nature.s®

He further stated, “it seems almost
inevitable that protective security
practitioners will increasingly be
required to defend organisations
against Al insiders. The problem,
however, is that protective security
practitioners are mostly not thinking
about Al, and Al experts are mostly
not thinking about insider risk.”0
Herein is a need to merge disciplines.

Multiple cases have also evidenced
the threat of Al as a tool to create
false personas that support malicious
actors infiltrating workplaces, such as
the hiring of a North Korean fake IT
worker in 20244

On the other hand, Al weaponization
and programming of physical
technologies deserves attention.
Drones, for example, have already
been used by terrorists to deliver
explosives, serve as flying projectiles,
and gather intelligence on future
targets.*243 Al continues to
significantly enhance the capabilities
of drones, transforming them from
remote-controlled devices into
intelligent systems capable of
completing data analysis and making
autonomous decisions. The more
precise and efficient Al makes
drones, the greater the risk malicious
actors will use them to target
individuals, ethnic groups, or specific
locations. This could include critical
infrastructure and densely populated
areas, as seen taking place in Russia
and Ukraine.

Some Al programmes
already use data where
police uniforms and
vehicles could be set
as automatic target
identifiers.

[t has been reported that, under
certain conditions, a software
change could allow a drone to
engage a target without a human
having to make the decision.** In
conflict zones, there have already
been cases suggesting that drones
have selected a target
autonomously.*® This refers to a
drone being programmed to attack
targets without requiring data
connectivity between the operator
and the munition.*® The potential
threats posed by drones are explored
further in the CTPN report on
Preparing for Hostile Drones in
Urban Environments.*

10 Artificial Intelligence in Cities: Securing Our Future — Report 2025

A German arms manufacturer has
also revealed a vehicle that can
locate and destroy targets on its
own.*8 Such advances raise
concerns about how these types of
technologies could transfer to
domestic settings. For example,
there are several Al software
packages on the market with object
detection. These offer commercial
benefits but carry the risk that a
programme could be taught to
identify specific targets or to
maximise hostile reconnaissance.
Some Al programmes already use
data where police uniforms and
vehicles could be set as automatic
target identifiers. This could be
amended to anything,

including aeroplanes

As technology advances, the
emergence of driverless and
autonomous vehicles also introduces
new challenges domestically.
Experience shows that vehicles have
been used in terrorist attacks due to
their accessibility and potential for
widespread impacts. Cars, trucks,
and vans are easy to obtain — they
are typically less regulated than
firearms or explosive materials — and
simple to operate. Vehicular attacks
usually involve deliberately driving
vehicles into crowds and
infrastructure or using them to deliver
explosives. They have been used by
self-initiated terrorists — individuals
operating without support from
terrorist networks or organisations —
as well as groups which do not have,
or do not wish to spend the time and
resources on, other methods.* In the
future, driverless vehicles may appeal
to terrorists because of their potential
to streamline and enhance attack
effectiveness without the perpetrator
being physically present.

In theory, automation systems that
enable vehicles to be driverless could
also be susceptible to manipulation.
Driverless vehicles use a combination
of deep learning Al and sensor
technology to detect objects,
interpret road signals and traffic
lights, and make decisions.

Attackers could target specific
components of a vehicle, such as its
sSensors or communication systems,
or they could compromise the control
system as a whole.®® This would
depend on a set of exploitable
circumstances occurring, but the
following examples apply:

1. 2019 Tesla autopilot hack:
Researchers tricked the cars Al by
placing small stickers on the road,
causing it to misinterpret lane
markings and change lanes
unexpectedly. This experiment
showcased how the external
manipulation of sensors

could pose risks.5"52

2. 2015 Chrysler hack: Researchers
gained access to the cars system
including the vehicle’s steering.
Chrysler issued a recall for 1.4
million vehicles to address this
security flaw.53:54

Vulnerabilities could allow attackers
to alter a vehicle’s functions remotely,
causing accidents or enabling them
to use the vehicle as a weapon.
Furthermore, the possibility of
coordinating and executing a series

of attacks from a single location or
through remote operations should be
considered.% However, attacks
targeting vehicle automation systems
have a much higher barrier to access
due to the advanced technical
knowledge and resources required,
making them much less of an
immediate threat.%®

More pressing is the potential impact
of Al-generated swatting.5"%® This
describes the action of making hoax
phone calls, which can be
cross-border generated, to report
serious crimes to emergency
services. The aim is to activate
emergency responses of different
scales to unsuspecting victims or
areas.®® Whilst swatting itself is not
new, the threat accelerates when it is
Al-generated. Consider auto-
generated calls en masse pulling
resources to one geographic area
whilst a real attack occurs elsewhere.
The consequences could

be significant.

A swatting case at Boulder Valley
School District in February 2023
used Al voice technology enhanced
with Al-generated gunshots in the

background.®® Any such call would
demand a response. This could have
serious implications if emergency
resources were improperly diverted
and risks creating vulnerabilities
elsewhere. It also poses the risk of
miscalculation by first responders

— such as assessing threat and using
force based on false or deliberately
misleading information. To this end,
the Federal Bureau of Investigation
(FBI) has formed a national database
to track and try to prevent swatting.5’

The use of swatting as a form of
disinformation relates to the political
threats discussed in the next section
where, there is again, a complicated
nexus between hostile states,
organised crime, and terrorism.
Indeed, the landscape is increasingly
complex with reducing barriers to
access and expanding criminal
operations, which are becoming
more scalable and harder to detect.®?
These issues are compounded by
the dark web and the ability to
purchase crime-as-a-service.®®
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[It is] estimated that
by 2026, 90% of
social media content
will be synthetically
generated,
launching what
some experts call

an “information
apocalypse”.

2

5 Political Threats

Social media and other internet-
based platforms are now intertwined
with political life. These media
platforms offer avenues for political
engagement and democratic
participation, yet “they are
increasingly perceived as conducive
to the creation of ideological echo
chambers” whilst being “used in
attempts to covertly influence the
political choices of citizens, thus
sapping their democratic
credentials.”®* Political threats in this
context largely relate to the spread of
disinformation and propaganda using
Al-generated narratives, chatbots,
and deepfakes.

Deepfakes are a form of synthetic
media which use Al deep learning to
alter the original message or create
fictional content.®5¢¢ They prey upon
an individuals’ implicit trust in what
they see and hear.5” Deepfakes can
be created for images, video, and
audio, and are often so convincing
that they cannot be readily
identified.®® Even low-technology
alternatives, known as “cheapfakes”,
can appear convincing to the casual
viewer.%9 Consider the picture of a
fake explosion at the Pentagon,
which went viral in 2023.7°

Despite the term’s negative
connotation, deepfakes are not
inherently malicious. The technology
used to create deepfakes today was
originally called “video rewrite” and
intended for syncing lip movements
with spoken words in dubbed
movies.”! Positive modern uses
include completing a television or
movie character’s story after the
actor has died or “humanising”
robotic voices.” An Al-generated
video available on YouTube titled This
is not Morgan Freeman offers a short
example of how realistic this

technology can be.” In recent years,
it has become “next to impossible” to
differentiate between sophisticated Al
deepfakes and real footage.™ This
was demonstrated in a video created
by Emmy-award winning journalist
Johnny Harris.”™

Individuals are especially easy to
target using deepfakes. Deepfakes
have been used to carry-out financial
scams and, in one case, were used
to simulate a kidnapping by spoofing
the voice of the victims’ daughter.”s77
Such highly convincing false
narratives pose a significant threat.
There are now countless examples of
how deepfakes have been used to
impersonate political leaders or
public figures.”®7° Alternatively,
Ukraine has introduced an
Al-generated spokesperson to
provide information on consular
affairs, as interviewed by

Radio Free Europe.®®

Because deepfakes can
produce realistic yet
entirely fabricated
content, their existence
can derail the implicit
trust in media and
communications that
societies rely on.

Because deepfakes can produce
realistic yet entirely fabricated
content, their existence can derail the
implicit trust in media and
communications that societies rely
on. This presents unique challenges
for public services in safeguarding
public trust and legitimacy. The scale
of the issue was pinpointed by
EUROPOL, which estimated that by
2026, 90% of social media content

will be synthetically generated,
launching what some experts call an
“information apocalypse.”!

In such an environment, public trust
in evidence — including images,
video, and audio — may erode,
leading to widespread apathy where
people struggle to determine what is
real and what is not. This erosion of
trust is particularly concerning for law
enforcement, as credibility and
transparency are foundational to its
role in maintaining public

safety and justice.

Bots and automated accounts further
amplify this challenge by spreading
false narratives at an unprecedented
scale and pace. Al-generated
content paired with bot networks can
create and propagate misleading
stories about police actions or
incidents, making it difficult to correct
the record once false information
goes viral. This amplification can
shape public perception in harmful
ways, fostering distrust in law
enforcement, inflaming tensions in
already divided communities, and
undermining legitimate efforts to hold
malicious actors accountable. If the
public perceives the police as an
unreliable source of truth — or as
complicit in spreading or succumbing
to disinformation — efforts to build
bridges with the community

could falter.

Al's role in crafting hyper-realistic but
fake material exacerbates this trust
deficit. In the past, evidence like
body-worn camera footage or
surveillance video was widely seen
as indisputable proof of events.
However, as synthetic media
becomes harder to detect, juries and
the public may begin to question
even verified evidence. This doubt
can hinder the justice system, where

the ability to prove facts is
paramount, and may lead to
scepticism of both law enforcement
and the legal process itself. When
people no longer believe what they
see, they may stop believing
altogether — a dangerous
development in a society that relies
on shared truths.®?

When people no longer
believe what they see,
they may stop believing
altogether - a dangerous
development in a society
that relies on

shared truths.

The more convincing false media and
deepfakes prove to be, the less open
a population will be to believing any
media, and the more influential
propaganda could become.8
Researchers on the Stanford
University Deepfake Research Team
recommended turning the same
deep learning techniques used to
create deepfakes against them. An
automated inspection tool created
using this premise was found to be
97% accurate when inspecting
material.8* However, this detection
percentage is, unfortunately,
considered to be much lower when
the generating model and data
source are unknown, such as for a
random deepfake

encountered online.

Another method to combat false
media is known as blockchain.
Blockchain is a tool which stores
digital signatures and can be used to
track changes and identify the
original, raw data.®® Vidprov — a
blockchain programme developed by

a Stanford University team — can
track the version editing of videos.®®
By working backward, Vidprov can
identify the parent video and the
source which produced it. Videos
from reputable sources are then
given proof of authenticity. Another is
DebunkBot, which has proven to
successfully use Al to debunk
conspiracy theories.®” Despite these
examples, technology to readily
identify and counter deepfakes is not
yet on par with the ability to create
them. Until this gap is filled,
deepfakes and other forms of
disinformation will continue to spread
and pose threats.®®

Former UK Justice Secretary Sir
Robert Buckland urged the
government to do more to tackle
what he sees as a “clear and present
danger” to democracy, a view
supported by former US Deputy
Attorney General Lisa Monaco.8® Ms
Monaco emphasised how Al could
supercharge disinformation in
elections. She described Al as the
“ultimate double-edged sword”
because it can deliver profound
benefits to society or be used to sow
chaos and incite violence.®®

This was evident in relation to the
riots at the United States Capitol in
2021 and, more recently, the 29th of
July 2024 knife attack in Southport,
England, after which public disorder
spread nationally as the far-right
convened to protest the presence of
migrants, particularly those from
predominantly Islamic countries.®
Notably, less than three hours after
the stabbing attack, an Al-generated
image was posted on social media
platform X’ by an account called
Europe Invasion. It depicted bearded
men in traditional Muslim dress
outside the Houses of Parliament,
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one waving a knife, behind a crying
child in a Union Jack t-shirt. The
tweet, which has since been viewed
over 900,000 times, was captioned:
“We must protect our children!”®?

Far-right groups have promoted the
malicious use of Al on social media
platforms including Gab and 4chan.
A Gab Telegram channel instructed
white nationalist communities to
“imagine the possibilities” of using Al
deepfakes to create convincing,
instantaneous media at no cost.%®
The message board site 4chan
targeted the conflict in Israel and
Gaza by utilising Bing’s Al image
generator to create Nazi media and
propaganda.®

Islamist terrorist groups are also
capitalising on the offerings of
deepfakes. Accessed via the Al
Incident Database, a 2024
Washington Post article titled These
ISIS news anchors are Al fakes: Their
propaganda is real, evidenced this
shift. It referred to a video referencing
the ISIS attack on a Russian concert
venue in March 2024, using an ISIS
newscast channel that now releases
regular Al-generated dispatches. This
use of Al enables the promotion of
ISIS operations globally, creating
professional propaganda videos that
can be pushed at a higher volume
and lower cost than ever before.
Indeed, Pro-ISIS media outlets are
seeking people to work with Al. “O
mujahideen of media,” a recruitment
advert said; “the media is waiting for
your attack.”®

An al-Qaeda affiliated group also
announced it would start hosting
online Al workshops. The next day, it
partnered with another al-Qaeda
affiliate organisation to release a
fifty-page guide titled Incredible Ways
to Use Atrtificial Intelligence Chat
Bots.®® A big concern here is also the
interaction between recipient and
propagandist, as it is now possible to
have LLM-powered deepfakes and
virtual propagandists interact with
users autonomously. Tasked with
pushing a certain narrative or

individualised propaganda, the
potential impact on terrorism
recruitment could be significant.

The use of bots in generating
disinformation and driving malicious
narratives is well documented.®”
Recent studies note that advances in
Al, natural-language processing, and
machine learning mean some bots
can closely mimic human behaviour,
generating original language and
content.®® These bots can then be
exploited by malicious actors to
spread disinformation in a more
knowledgeable, persuasive, and
dangerous manner, and to
manipulate groups at scale. A foiled
assassination plot against the British
Queen Elizabeth in 2021, for
example, was found to have been
discussed and supported by a virtual
chatbot.®® Other chatbots have
pushed antisemitic ideas and
harmful, inappropriate content.00

This frames how groups of people
can be misinformed, manipulated,
and mobilised through Al-enabled
technology. This is analysed further
in the CTPN report on Mis- and
Disinformation: Extremism in the
Digital Age.'®" Indeed, in the contexts
of radicalisation and extremism,
society is already witnessing how Al
can pave the way for acts of violence
and terrorist attacks.

Generative Al has become centred
around easy-to-use consumer
products which require little
expertise, thus lowering the barrier to
entry. Andrew Rogoyski, a Director at
the Institute for People-Centred Al,
said these advances — with image,
audio, and video generating tools
now widely available online — mean
“anyone can create anything.”’® The
next step for deepfakes is the
creation of entirely Al generated
content that produces entirely
synthetic realities from scratch with a
single prompt. This is a significant
danger from a terrorism point of view
as highly realistic and contextual
propaganda can be created easier
than ever before. In addition, it is

possible to generate deepfake videos
in most languages, giving them a far
greater reach.

This places an onus upon the
developers of Al models to add
restrictions. It also highlights the
importance of the human eye for
vigilance and oversight. It is the
technical experts and specialist
operators of Al-based tools that will
give public authorities an advantage
over malicious actors. But this
demands national and city-level
strategies and action plans;
investment in highly trained teams;
and the careful procurement

of technology.

This correlates with the previous
section on the physical threats posed
by Al. Ultimately, the potential threats
hinge on public-private sector
accountability; how sophisticated
software restrictions and
technological guardrails are; and the
capabilities to identify, contain and
counter malicious actors, which
involves harnessing the positive
applications of Al.

Rita Katz of SITE Intelligence Group
concluded her article Extremist
Movements are Thriving as Al Tech
Proliferates by writing, “I've tracked
terrorists for 25 years now and I've
seen the game-changing advantages
they harnessed from Internet forums
in the 2000s and then social media
and smart phones in the 2010s. But
what I’'m seeing today with Al worries
me far more. Those past shifts may
pale in comparison to how Al can
help extremists inspire attacks, sow
hate, harass, and aggravate social
divisions. We are sprinting into
uncharted territory.”193

On the other hand, the Chief
Executive Officer of Google, Sundar
Pichai, said: “Every technology shift
is an opportunity to advance
scientific discovery, accelerate
human progress, and improve lives,”
noting that “Al will be the most
profound in our lifetimes.”104
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Al [is the] potential
“ace up our sleeve”
to ensure the safety
and security of the
global community.
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¢ Implications for Security,
Preparedness, and
City Operations

This report has explored some of the
potential physical and political threats
posed by Al. These threats have
significant international, national, and
local implications, but the focus is
now on what they could mean for
authorities in terms of security and
preparedness at the city level. This
includes both protection against
Al-enabled threats and the protection
of Al systems.

Ironically, this will likely require further
investment in Al-based technologies
but with clear regulation, governance,
guardrails, and procedures for human
oversight and control across all
categories: machine learning, natural
language processing, speech, vision,
expert systems, and robotics. Smart
cities are already using data,
collected in large quantities and
analysed by Al, to identify trends and

The Potential of Al

020°0°0°0

Identify persons of interest in
crowded spaces.

Automatically sort, tag, and
classify large operational
data sets.

improve safety and services.® To this
end, the UK National Cyber Security
Centre published Guidelines for
secure Al system development,
designed to help providers build safe
and functional Al systems. 06

A joint report by INTERPOL and
UNICRI, titled Towards Responsible
Al Innovation, frames Al as the
potential “ace up our sleeve” to
ensure the safety and security of the
global community. The report
contends Al to have the potential to
“alter the very nature of policing and
enhance efficiency and effectiveness
to, for instance, identify persons of
interest in crowded spaces; forecast
and predict violence; automatically
sort, tag and classify large police
operational data such as evidence or
harmful materials; and monitor drivers
of radicalisation.”'”

Monitor drivers of radicalisation.

The Australian Federal Police worked
with a deep learning model that could
recognise, tag, and cluster harmful
online material. This automated
recognition was coupled with a data
airlock system which helped reduce
the exposure of officers to these
materials.™8 It is easy to see the
benefits of Al in detecting and
removing extremist content from
online platforms, or helping to identify
at-risk individuals through online
behaviour, and enhancing
investigations.

To varying degrees, Al is already used
in security tools and infrastructure
(closed circuit television and control
and operations rooms, for example)
that play pivotal roles in the protection
of cities. Al has revolutionised the
areas of image and video processing
to human and object recognition or
movement tracking (consider facial or

license plate recognition). Al-enabled
visual processing systems can also
be used to help identify abnormal
behaviour and to facilitate or limit
entry into specific buildings or closed
events, such as concerts

and festivals.%®

The Government of Japan initiated
cooperation with several technology
companies in a bid to maximise major
event security through Al analytics.
Police in Tokyo were also building Al
pilot projects focused on identifying
areas of high crime risks to determine
optimal patrol routes or crime
prevention techniques, known as
hot-spot mapping.'® There are
several examples of Al being used to
help automatically populate maps for
situational awareness. Al-enabled
drones can also provide real-time
aerial monitoring of large areas.
Potential threats can then be

transferred to police or security on
the ground using interactive
command platforms.™"

This type of data transfer will become
quicker as technology continues to
advance, enabling real-time secure
communications at high-speed to
reduce costs, increase efficiency, and
improve safety, as well as
decision-making. To this end, 6G is
expected to become one of the first
Al-native networks that will integrate
Al directly into the

networking infrastructure.?

These types of operational
efficiencies can apply to counter
terrorism and optimisation for
emergency services and city
operations more broadly. They
extend to route planning and
resource dispatch.'®
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However, to understand and predict
optimal decisions, “a system needs
to know what ‘optimal’ is and how to
calculate it. Furthermore, it needs to
know when, where and how incidents
occur; how resources can be
deployed; how well deployed
resources will perform; how long
cases take; how other variables, such
as traffic, day or time of the week and
weather affect incident patterns and
responses.”"* Therefore, truly
optimal systems require a
high-volume of accurate and verified
data to succeed.

Predictive analytics could also be
used. By analysing patterns in
historical data, social media activity,
and other intelligence sources,
theoretically, Al could help predict
potential terrorist attacks and inform
interventions. Al can process
intelligence and integrate large
datasets from sources like
surveillance footage, digital platforms,
and financial transactions against
potential threats, but this still
demands ‘human-in-the-loop’ — an
approach based on human input.'®

Al-based predictive technology can
also support planners to anticipate
various scenarios and assess their
impacts. One resource is the Global
Terrorism Database (GTD). The GTD
is an open-source database that
compiles historical data on terrorist
events across the globe starting in
1970 including the date, location,
target, and perpetrators.’® New
models have been developed which
use the abilities of machine learning
to identify complex patterns in
security data and predict casualties
to support the planning and response
of security operations.'"118

These types of techniques are
increasingly employed in counter
terrorism; for example, by classifying
and correlating data to anticipate
terrorist attacks.® However, it is
important to note that despite the
ability of Al platforms to detect
patterns in complex datasets, they
have limited ability to predict specific
future events because of their
inherently unpredictable nature.

18

Thus, whilst machine learning
techniques could help to identify
attack probabilities by target location
and method, this approach demands
caution. In practice, it is more about
understanding patterns and trends
rather than predicting. However, this
alone may support agencies to
improve their planning processes and
better mitigate risks associated with
terrorist attacks by further informing
decision-making and

strategic planning.

The opportunities for Al in security
and preparedness more broadly are
vast. IMPETUS (Intelligent
Management of Processes, Ethics
and Technology for Urban Safety)
was a European project that sought
to provide authorities with new means
to improve the security of public
spaces in smart cities. The project
results included Al-enabled
prototypes relating to firearms and
bacteria detection, cyber threat
intelligence and response, and
emergency management. There was
an evacuation optimiser that could
provide advice to emergency staff on
how to effectively manage an
evacuation, based on simulations of
different evacuation scenarios. Others
included a social media detection tool
for scanning online threats and an
urban anomaly detector to
continuously monitor and gather data
from multiple city sensors to detect
cases deviating from the norm that
might indicate cause for concern.'?®

This also applies to aviation and
maritime operations, which have
benefitted significantly from Al
technologies. In aviation, Al already
“enhances safety and efficiency
through predictive maintenance,
aiding air traffic management, and
refining pilot training with advanced
insights and simulations.”™" In this
setting, Al continues to be embraced
as an opportunity to transform flight
operations, airspace management,
airport infrastructure, and

border security.

In the ISOLA project, funded by the
European Union, Al was used to
support decision-making for security

incidents on-board passenger ships,
fusing multiple input data streams to
detect threats and identify
appropriate actions for the crew,
security staff, and passengers with a
view to improving safety for all.'??
Transport for London has otherwise
said it is prioritising work on new Al
technology designed to keep
passengers safe on station
platforms.'?® The adoption of Al in
video surveillance and security in
these environments is increasing.

The NATO DEXTER (detection of
explosives and firearms to counter
terrorism) project is a flagship initiative
of the NATO Science for Peace and
Security Programme. Using
Al-enabled technologies, it works to
identify firearms and explosives
among moving pedestrians, remotely
and in real-time. A large-scale trial of
the technology took place in a
subway station in Rome, where the
system also proved its ability to
anonymise identities, instead focusing
on detecting anomalies.™ Intelligent
video surveillance, tested in Australia,
could also blur faces.® These types
of technologies offer a step-change in
transport hub security where large
and dense crowds can be vulnerable
as they converge around waiting
areas or pinch-points like

ticket barriers.

The identification of anomalies
transfers to broader city operations,
crowd movement dynamics, and
behaviour. In the context of securing
busy urban areas or major events,
these types of tools could prove
highly beneficial. Added security
layers, such as biometrics (systems
that use the biological characteristics
of an individual to verify their identity),
scanning equipment, and real-time
alerts for weapon identification, offer
investment options for authorities.

However, they all demand robust
regulation, processes for testing

andprocurement, and watertight
approaches toward governance,
ethics, and implementation.
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In addition, developing technologies
could help with victim identification
following a terrorist attack by
matching physical descriptors
collected from witnesses at an attack
site with descriptions of missing
people provided by loved ones. In the
future, this type of technology could
expand to hospitals and waiting
rooms to improve service delivery for
victims’ family and friends.

Another example of the positive use
of Al was the development of an
“aidbot” that sought to narrow the
gap between the demand and supply

Explainability

Learning
organisation

Transparency

of aid for displaced people in
Lebanon. This localised initiative was
designed to communicate with its
users online via WhatsApp. It was
programmed to ask simple questions
about the types of aid people
required along with their names and
locations. This information was then
recorded onto a Google spreadsheet
to assist in the distribution of food,
blankets, medicine, and clothes.?®

These types of approaches can help
optimise real-time identification,
information flows, and
decision-making.

More broadly, smart traffic lights and
motorways demonstrate how Al
innovations are helping to address
traffic congestion.?712¢ Wireless
sensor networks can detect the
number of vehicles per lane, compare
them, and adjust traffic lights or alter
speed restrictions to reduce backup.
Emergency vehicles fitted with
wireless communication tags can ride
“green waves”, ensuring they receive
green lights.™® In addition, rail
networks use Al in maintenance and
inspection. This includes defect and
fault detection, failure prediction, and

Commitment to
robust evidence

Enforceability
and redress
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Compellability

Independence

Constructiveness

maintenance planning.™° There have
also been large gains in healthcare,
as well as ample reported benefits
spanning education, industry,
services, and lifestyle

convenience. 31182133134 Ag cities
continue to become ‘smarter’, their
reliance on technology and Al will
also continue to grow.

As cities continue

to become ‘smarter’,
their reliance on
technology and Al
will also continue

to grow.

There are multiple known and
unknown implications for security,
preparedness, and city operations.
The application of Al technologies in
this regard must be underpinned by
legal frameworks and ethical
considerations, as well as common
approaches towards procurement
policies and practices for Al-based
tools reinforced by standards and
duties upon public authorities. In
October 2023, the International
Citizen Consultation on Al
Accountability in Policing published
Accountability Principles for Artificial
Intelligence (AP4Al) in the Internal
Security Domain. This project sought
to assign responsibility for Al and
define the auditing of its systems.
AP4Al proposed twelve principles for
Al accountability: conduct, legality,
explainability, commitment to robust
evidence, learning organisation,
universality, transparency;,
enforceability and redress,
constructiveness, independence,
compellability, and pluralism. 3

Public services must apply such
principles and take additional steps to
safeguard public trust. These include
adopting innovative technologies to
authenticate evidence and
collaborating with independent

experts to verify the integrity of critical
footage. Transparency is also key;
openly explaining how evidence is
gathered, verified, and protected
against tampering can help reassure
the public. Educating government
officials and communities about the
dangers of synthetic media and
partnering with technology
companies to detect and counteract
Al-generated content are other vital
strategies. Perhaps most importantly,
law enforcement must demonstrate
its commitment to truth and
accountability every day, especially
when illusion is increasingly hard to
distinguish from reality. This means
earning legitimacy and trust with the
public and maintaining positive
relationships with traditional media
and community leaders. There is, of
course, the need for the mainstream
media and public authorities to
expose and prosecute disinformation
that contributes towards extremism
and violence in any form.

Authorities should
consider Al within risk
and threat assessments,
grouped with other
Emerging Disruptive
Technologies (EDTs) like
cyber, drones, and
3D-printing.

Likewise, authorities should consider
Al within risk and threat assessments,
grouped with other Emerging
Disruptive Technologies (EDTs) like
cyber, drones, and 3D-printing.
Establishing expert working groups
that convene multi-agency partners
accountable for the ongoing review,
planning, and mitigation for potential
EDT threats should also be
considered.

There is a further need to link threat
intelligence and cyber security with
multi-agency communication

structures in the context of
disinformation, including deepfakes
and chatbots. The capability to
identify, understand, and address
these in a credible, timely, and
authoritative manner will become
increasingly important in minimising
negative impacts, reputation
management, as well as for public
awareness and reassurance.

Within the smart city context, further
consideration should be given to the
role of built environments and how
they can be used for — and protected
from — concerted attacks by
malicious actors (including by hostile
states or through cyber warfare).
Infrastructures, and their interactions
with the people using them — living
within or around them — need to be
recognised as vulnerabilities.
Collaboration with experts on
infrastructure design, engineering,
and architecture will be increasingly
important to understand, predict and
counter these vulnerabilities.

Finally, community engagement in
relation to the threats posed by Al is
necessary, especially in the online
environment. This could include
generic campaigns, targeted training
for vulnerable groups, and sessions
integrated into school curriculums.
These should embody awareness of
data privacy and human rights to help
protect people online.
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Without...
safeguards, the risk
of biased systems
exacerbating
existing inequalities
or causing
secondary societal
consequences
remains a serious
threat to the future
of Al and our
security.
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7 Data Privacy and
Human Rights

Maintaining the privacy of personal
data and ensuring human rights are
core concerns and challenges when
it comes to the application of Al.
Whilst this report is not intended to
address these issues, they must be
recognised as they are deserving of
dedicated urgent attention.

Data privacy and human rights are
absolute priorities with significant
implications for the developers of
Al-software and the public authorities
that may use it. Indeed, there is a
fundamental need to continually
balance threats to human rights
against technological opportunity.

The way people use tools like Google
and Facebook show that most are
prepared to sacrifice privacy for the
benefits they provide. The case is
similar for the big LLMs (ChatGPT,
Claude, Gemini, etc.), with others
including DeepSeek also having
remarkable popularity.

This leans into the importance of
robust data protection measures,
including encryption, access
controls, and strict governance
policies; compliance with legal
frameworks and international data
protection regulations; and ethical
approaches towards safety,
responsibility, and transparency. To
this end, the Oslo Police District of
Norway explored non-intrusive
surveillance, testing a system in
which pattern recognition (for
example, trends in human
behaviours) was combined with the
means of automated
anonymisation.'® It is possible that
this “fusion of Al and biometrics can
enhance criminal identification
accuracy while protecting the privacy
of nonrelevant individuals.”'®” This is a
progressive approach that seeks to
combine the benefits of Al with

ethical application, but there is a
long way to go.

There is also a need to mitigate bias
in Al decision-making, which is
necessary to build trust and ensure
the responsible deployment of Al
technologies. The inability to account
for the complexities of human
relationships is a single point of
failure for Al. People come with their
own biases and prejudices which
must be taken into account.'*® The
introduction of bias — be it
consciously or unconsciously — into
Al is a significant risk that can
undermine the fairness, accuracy,
and reliability of machine learning.

Bias in Al can be divided into three
main types: human-induced or world
bias, data driven bias, and
algorithmic or machine self-learning
bias. World bias is an accidental bias
introduced while the system is being
trained, resulting from societal
inequalities and prejudices. Data bias
is created by skewed or incomplete
training data which then causes the
system to come to a misguided
conclusion. Algorithmic bias is
self-produced. As the system
changes and checks itself, missed
incorrect connections can be
reinforced, eventually snowballing to
create algorithmic bias in the data.'®®
These biases will intersect and build
on one another, eventually leading to
an Al system which makes unfair
and/or unethical decisions.

For example, if a set of training data
over-represents a certain group of
people when identifying terrorist
threats, the model trained using that
data could then overstate the threat
that group poses. Recommendations
based on the model, especially if
monitoring or targeting individuals,
could result in racial or ethnic

profiling, or prejudice against specific
groups. Such occurred in Australia
where a tool designed to predict
future crime in terrorist offenders
considered them at greater risk of
offending if they were autistic despite
having no empirical basis to do so. A
report, titled Testing the Reliability,
Validity and Equity of Terrorism Risk
Assessment Instruments, found the
tool to have “potentially serious
implications for [its] validity and
reliability” and found it was
“extremely poor” at predicting risk."°

It is for this reason that the black box
effect, as mentioned earlier, is so
concerning. If the decision-making
process cannot be seen, then there
is no way for humans to trace and
correct mistakes.' These issues
lean into serious moral, ethical, and
human-rights considerations whilst

The Three Types of Bias in Al

raising questions regarding the
appropriateness of Al in
certain contexts.'#?

Take, for example, surveillance
technologies, including speech and
facial recognition systems. They are
crucial to counter terrorism. These
systems rely on machine learning
algorithms to accurately identify
individuals and track suspicious
activities. However, it is important to
emphasise that the accuracy rate of
current capabilities is variable, and
there are false-positive cases due to
data/algorithmic bias. This can pose
major human rights violations when it
comes to the use of unreliable or
inaccurate Al systems, and raises
further concerns about data
collection, storage, and potential
misuse. This makes the use of Al,
particularly in security and threat

Data Bias

Bias created by skewed
or incomplete training data
which then causes the
system to come to a
misguided conclusion.

Algorithmic Bias

Bias created when the system
misses incorrect connections,
instead reinforcing them and eventually
leading to a snowballed result.

profiling, extremely sensitive
and political.

That said, human behaviour can also
be regarded as biased. A person’s
thoughts and actions cannot always
be explained in terms of how their
brain is wired; yet humans clearly can
learn, be trained, and change.
Similarly, Al outputs can be refined
using RLHF (Reinforcement Learning
from Human Feedback) without
needing to understand precisely how
the Al arrived at its outputs. This line
of thought implies that truly
bias-neutral Al systems may be hard
to achieve in practice, suggesting
robust governance and
accountability are the key.

Therefore, responsible public
authorities and governments must
ensure the meticulous development




and procurement of any Al-based
tools and always employ the
human-oversight rule. This requires
close cooperation with the private
sector and suppliers; extensive
testing, verification, and auditing;
comprehensive training and
awareness for personnel; as well as
robust checks and balances for
verification before application.
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This must be underpinned by
legislation and regulation and framed
by clear policies and procedures.
Without such safeguards, the risk of
biased systems exacerbating existing
inequalities or causing secondary
societal consequences remains a
serious threat to the future of Al and
our security.

Only by purposefully ensuring
datasets are high-quality, diverse,
and representative; anonymising and
securing personal data both before
an Al system is used and after;
building transparency into algorithm
decision-making; and ensuring the

continuous monitoring of applications,

can Al systems begin to operate
more fairly, ethically, and equitably.

The United Nations Educational,
Scientific and Cultural Organisation
(UNESCO) report on the Ethics of
Artificial Intelligence highlighted that
Al must maintain human rights,
fundamental freedoms, and human
dignity to ensure it does not reinforce
discrimination or bias."? These
principles apply to national and city

levels, as well as organisations using
Al-technology. They should help form
the foundation of the inevitable
growth in Al, driven and upheld only
by true accountability. One project,
Al Accountability for Policing and
Security (AIPAS), aims to design the
practical mechanisms and software
tools needed to assess and

implement Al Accountability for Al
applications.™ It is intended to
support Al accountability during
deployments and the design and
procurement stages. These initiatives
warrant further attention.
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The potential
benefits of creating
intelligence are
huge. We cannot
predict what we
might achieve,
when our own
minds are amplified
by Al.

2

This report has explored Al, largely
focusing on its potential uses in
terrorism versus opportunities for
application in security, preparedness,
and city operations. The ongoing
debate about whether the risks of Al
technologies surpass its rewards, or
vice versa, underscores the critical
need for societal discourse and
informed decision-making. The
undeniable fact, however, is that Al
technologies are rapidly being
integrated into a wide range of digital
technologies and applications. To
follow New York Police Department

Deputy Commissioner for Counter
Terrorism, Rebecca Weiner, society is
“at the curve.”™® The way society
leans today, will determine tomorrow.

In the words of Stephen Hawking,
“The potential benefits of creating
intelligence are huge. We cannot
predict what we might achieve, when
our own minds are amplified by Al.”46
Unfortunately, this works both ways.
The transformative capability of Al
offers waves of creativity and
innovation, and Al has been found to
have the most impact potential on

technological improvements relating
to the United Nations’ Sustainable
Development Goals.'"148 But its
potential to progress society for the
better is matched by its capacity to
accelerate violent extremism and
terrorism, which will be hard to trace,
contain, and counter.

In recent years, extremist
propaganda has become more
interactive. “Extremist video games,
social media content, and music
have found their way onto a variety of
internet platforms” with games

developed by neo-Nazi groups
encouraging “players to engage in
violent behaviour towards minorities
from a first-person shooter
perspective.”9 Al takes this to a new
level in terms of Al-generated media
and propaganda that could further
contribute to the growth of extremism
and serve as a direct enabler for
physical attacks.

There are three potential relationships
between Al and terrorism: (1) Al is
restricted through countermeasures,
policy interventions, or technological

failures, (2) Al is leveraged to prevent
and counter terrorism, and (3) Al is
exploited to facilitate or execute
terrorist activities.’™® Of course, these
are not mutually exclusive, and all
could happen concurrently.

How Al-enabled threats evolve — and
how its benefits are harnessed

— remain to be seen. Regardless,
public authorities must stay ahead of
the curve by assessing these threats
in terms of planning, preparedness,
and security.




The necessity to counter Al-enabled
threats with Al-based solutions
highlights the complexities of the Al
security dilemma.

From real-time situation mapping to
surveillance and behavioural analysis;
from simulation training to predictive
policing; from data analysis,
integration, and prioritisation to risk
profiling and report writing, Al offers
many potential benefits. It absolutely
has the potential to actively
contribute to more prepared, secure,
resilient, and adaptive societies and
can be harnessed to enhance
services, bolster safety and security,
and facilitate city operations.

What is clear is that the effectiveness
and safety of Al is dependent upon
governance and accountability; the
sophistication of its own technology;
the depth and accuracy of its
datasets; and how it is programmed,
applied, and operated, and by
whom. This context is key, given that
society is already accelerating along
a digital trajectory from which there is
little or no return.

This reality has resulted in several
high-level documents. In 2017,
UNESCO published a report on robot
ethics, followed by an Ethical Al
Framework in 2021. A 2019
framework by the European
Commission sought to define
“Trustworthy Al”, and the European
Parliament released three resolutions
to push against giving Al systems
personalities in 2020. '°" In October
2023, the International Citizen
Consultation on Al Accountability in
Policing published Accountability

Principles for Artificial Intelligence
(AP4Al) in the Internal Security
Domain as noted earlier, and in
March 2024, the European
Parliament approved the Artificial
Intelligence Act.1521%3

The Al Act, the first of its kind, is a full
regulatory framework that establishes
boundaries for Al, based on varying
levels of risk. Al systems with
unacceptable risk are detailed as
those which threaten individual rights
or take advantage of individual
vulnerabilities. They are banned with
the only exception being for law
enforcement purposes. The Al Act
further outlines transparency and
testing requirements.'%4

Also, in March 2024, the UN General
Assembly adopted its first resolution
on Al, titled Seizing the opportunities
of safe, secure, and trustworthy
artificial intelligence systems for
sustainable development which
accompanied the UN Secretary
Generals Pact of the Future.'®® This
Global Digital Compact “includes the
first truly universal agreement on the
international governance of artificial
intelligence.”%®

At a national level, governments have
established Al Safety Institutes and
declared Al Action Plans.'®"1%8 This
shows demonstrable progress but
there remain many gaps, threats, and
challenges. The stampede to enjoy
the benefits of Al is likely to run
roughshod over efforts to regulate
and control it. Indeed, the current
effectiveness of legislation and
regulation is questionable given that
it is outpaced by technological
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advancements and the fact that
malicious actors will often find ways
to work around these.

The position on Al also varies
significantly from nation-to-nation,
and, by its very nature, Al transcends
borders and is thus very hard to
control by individual nation-states.
Therefore, it is even more important
that any regulation over Al ensures
meaningful and localised human
control. In practice, this means that
brakes need to be built into Al
technologies to force human
oversight and evaluation.'® Efforts
should also focus on measures that
impede the adverse consequences
of Al enabled technology, such as
software restrictions.'®°

A top-down regulatory approach
must meet bottom-up responsibilities
as these will fall on the shoulders of a
culmination of stakeholders

— including developers, suppliers,
data custodians, and regulatory
bodies — to decide Al's boundaries
and acceptable limits of
accountability.

By extension, there is an onus upon
public authorities to ensure they are
operating with the public interest at
heart. That is to identify, contain, and
counter the threats posed by Al and
harness the tools offered in
proportionate, legal, ethical,
transparent, and appropriate ways.
For city administrations, services,
and operations, this could — over
time — result in unprecedented
change. Whether that is for better or
worse depends on decisions

made today.




8 Conclusion and Recommendations
continued

Recommendations

Note: This is an international report It is therefore anticipated and relevant lead agencies and specialist
designed for an international accepted that different recommen- authorities whilst aligning with local,
audience at a city level. It is dations will apply in different contexts.  national, and international policy.
recognised that arrangements and The list is non-exhaustive, and stake-

resources will differ from city-to-city. holders are advised to consult the

Prioritise ethical Al development rooted in governance, accountability, human rights, and data
privacy. Advocate for transparency in all matters, including operating procedures.

Work toward collectively strengthening the legislation, regulation, and standards surrounding Al.
This should include public-private cooperation to ensure the necessary safeguards or guardrails are
built into software, online platforms, and technologies.

Cultivate professionals in the science, technology, engineering, architecture, urban design, and
math fields to build a pool of technical experts that can provide human oversight.

Develop situational awareness and key risk indicators to identify threat actor use of Al.

Establish a multi-agency expert working group that is accountable for monitoring, reviewing, and
working to mitigate, as well as prepare for, threats posed by Al and other Emerging Disruptive
Technologies. This would be beneficial at national and city levels.

Plan for specific threats like Al-generated swatting and disinformation campaigns.

Review organisational policies and procurement procedures for Al-based technologies.

8 Invest in Al security and preparedness solutions by implementing advanced technologies designed
to identify and mitigate threat actors or support response and city operations.

O Enhance internal business continuity arrangements to include managing the impacts of
9 disinformation or chatbots targeting an organisation or individuals within it.
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Bolster security vetting and awareness training for staff to minimise insider threats.

Understand the potential for artificial insiders and build infrastructure to counter these.

Connect threat intelligence and multi-agency communication teams in the context of identifying and
responding to disinformation in a timely manner.

Collaborate with trusted media partners in understanding the impacts of widespread disinformation
and how this can be managed from a communications perspective.

Ensure communication teams can act quickly to dispel disinformation generated by Al.

Educate employees, elected officials, and community leaders about the risks of Al, and conduct
community training and awareness campaigns to inform the public.

Horizon scan for developments in Al, identify new and emerging threat vectors, and work with
cross sector stakeholders to address these.

Train and exercise against scenarios that incorporate Al on a regular basis.

Participate in related research and innovation projects to capture and share best practices.
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