
CONCEPT NOTE 

Permanent Mission of France to the United Nations 

Side-event on the margins of 72nd session of the UN General Assembly 

Monday 18 September 2017, 10:30 am – 12:00 pm, United Nations CR6 

 

“THE ROLE AND RESPONSIBILITIES OF PRIVATE ACTORS IN STRENGTHENING THE STABILITY AND 

INTERNATIONAL SECURITY OF CYBERSPACE” 

Background 

Reinforcing the stability and the security of cyberspace is critical in order to ensure that all players 

(States, citizens, and the private sector) can fully enjoy its benefits. This requires regulating 

cyberspace through the elaboration of shared international norms, based on existing international 

law, with respect for fundamental freedoms and human rights.  

However, the interconnected and complex nature of cyberspace makes it difficult for States alone to 

provide an effective response to the challenges of cybersecurity. The stability of cyberspace will only 

be achieved through collective action. The private sector in particular has crucial insight, expertise 

and resources for combatting cyberthreats and a key role to play to ensure the preservation of the 

international stability of cyberspace. Engaging with private sector actors is therefore critical in order 

to define common rules to regulate cyberspace and to effectively address emerging cybersecurity 

challenges.   

The Group of Governmental Experts on Information Security (GGE), convened under the auspices of 

the United Nations, concluded its last round of negotiations in June 2017 without reaching an agreed 

outcome. The discussions within the group clearly highlighted the need to carry forward an 

international discussion on cybersecurity, particularly on norms and confidence-building measures to 

increase cybersecurity at global level. Building on the GGE process, new mechanisms are now needed 

to take the international debate forward.  

This side-event will offer an opportunity to discuss the modalities and the measures needed to 

improve the stability of cyberspace through increased cooperation between all actors, with a special 

focus on the role and responsibilities of the private sector. It will also provide an occasion to mobilise 

high-level representatives from governments, the private sector and research institutions around this 

crucial issue for international security and to discuss proposals for new policy initiatives to improve 

the stability and security of cyberspace. 

Format 

This event will be opened by H.E. M. Jean Yves Le Drian, French Minister for Europe and Foreign 

Affairs. H.E. Mounir Mahjoubi, Minister of State to the Digital Sector, attached to the Prime 

Minister, will provide some concluding remarks.  

It will be moderated by H.E. M. David Martinon, French Ambassador for Cyberdiplomacy and the 

Digital Economy. Speakers will include high-level representatives from governments, the private 

sector (Microsoft) and academia (Carnegie Endowment for International Peace). Attendees will have 

the opportunity to make statements and exchange views with the panel participants. 


