Chapter XIX

PRIVACY:  CHANGING BOUNDARIES

1. The boundaries between public and private spheres of human activity have always been a particular concern for social policy.  Such notions as "collective action" or "the common good" are as deeply rooted in social discourse as notions of "individual rights" and "freedom of choice".  How societies define and separate what is private from what is public is fundamental to the interaction of their social, economic, political and cultural institutions.  

2. In the years to come, as technological innovation increases and spreads more rapidly the ability of institutions to monitor behaviour is certain to increase and new questions are likely to arise regarding the definitions of the public and private domains.  What will be understood as "public" and what will be considered "private" and how will these two spheres be distinguished?  Reference to the terms public and private themselves will require further clarification: private is that which is not public, and may be understood in the sense of "confidential" or "personal"; it may also be understood in the sense of "not governmental", i.e., the private sector.  The ways in which the public and private spheres may interact and the changing nature of this interaction that results from the growing utilization of new information and communications technologies illustrate some of the choices societies are likely to face when considering issues of equity, fairness and social justice.  

3. Developments in information technology have accumulated so rapidly and become so pervasive that it is hard to identify an area of human activity that has not been changed or is unlikely to be affected in the near future.  The structure of economies, the nature of work and employment, the administration of Governments, the business practices of corporations and the achievements of scientific and medical research have all been affected.  Regardless of where in the world they live, people have also been affected by these developments.  The way that they work, learn, spend their leisure time and communicate with each other is being transformed.  Power and influence within and among communities is shifting, existing economic, social, political and cultural issues are being redefined, and new issues are emerging.  Not least of these is the changing nature of the relationship between the individual and the group, as represented by both the public (governmental) and the private (business) sectors.

4. When change takes place so quickly and reaches so far it may be seen as inevitable that it would contribute to one phenomenon in particular: the challenge to privacy.  Understood in the individual sense (confidentiality), privacy is something that all people need but each feels uniquely.  It is present to the extent that people can control what they reveal of themselves to others – and when, how and why they do so.  Boundaries between what they make public and what they keep private varies from person to person, depending on such factors as culture, age, experience and personality.  Moreover, each person adjusts his or her own boundaries in response to different circumstances – few would be likely to reveal the same information to their employer, their doctor and their neighbour.  As technologies are utilized more widely, however, individuals increasingly lose control over information about themselves, over who has access to that information and over how that information is used.  More and more, the boundaries between the public and private domains are determined by other, often anonymous, people and institutions.

5. Conversely, access to information may become restricted ( for security reasons or because of  "proprietary interests".   The result is that information that had previously been freely available to everyone is difficult to obtain, either because hindrances have been created or fees imposed.  The impact of constricted access to information, particularly its effect on individuals and groups who are vulnerable or disadvantaged and on basic research activities, deserves further consideration.  Who has access to information and on what terms?  The commercialization of information is becoming an important issue in many countries with tremendous long-term implications for social equity.  It is also an increasing concern at the international level.  In a globalized, information-based economy the value of information rises and the marketing of public information for private gain is likely to increase.  The commercialization of information implies that those countries without easy access to information and the technologies that support it are likely to experience greater isolation and reduced opportunities for growth and development.

Privacy in the public sphere

In governance

6. The political dimension of the public-private debate remains of central importance as the new information and communications technologies provide Governments with expanded possibilities for collecting and disseminating data about all aspects of daily life.  While democratic ideals uphold the public interest in protecting individual privacy, upon which rest the fundamental freedoms of speech, movement and association, there are increasingly heard competing claims that information-gathering is essential to development planning and national security.  

7. New technologies can make it easier and more convenient for Governments to offer services.  The citizen can be offered “one-stop-shopping” services, increased alternatives for gaining access to services, fewer forms to fill in and personalized attention.  Governments can more accurately identify people in the community who fit certain profiles and target programmes to assist them.  They can collect data more easily that can prove useful for planning and research purposes.  Information about citizens, collected by different public agencies on separate occasions for a variety of reasons, can be linked.  Similarly, public agencies can obtain complete databases of customer information and add them their own stores of data. They can also more readily identify tax and welfare fraud.  By automating how personal information is collected and processed, new technologies have made it easier for these tasks to be outsourced, which in turn facilitates efforts to privatize functions traditionally undertaken by Governments.

8. Most Governments, to varying degrees, are now using new technologies in these ways. One area worthy of particular attention is the compilation of health information.  To curtail the burgeoning cost of health care, improve public health programmes and provide individuals with better access to their own medical information, Governments have sponsored the establishment of national and integrated health information systems.  These systems, which often entail the creation of cradle-to-grave electronic health records linked with unique identifiers, have generated protracted and heated debates on how to manage the use of such information and the potential threats to privacy.
  

9. Concerns have arisen about the private use of information and data collected publicly or for public purposes.  Compounding these concerns is the growing value of health information, particularly genetic information, in the marketplace and workplace as well as in government.  The increasing value of information makes it more likely that information collected in a clinical setting and previously kept confidential to the physician and patient will be seen by many others and used for a variety of unrelated purposes.  Already, there are at least eight non-medical uses of genetic information: insurance, employment, criminal law, personal-injury litigation, domestic relations, forensics, education and commerce.

10. Another trend is the broadening of national identification schemes as the basis of government administration.  Cards bearing a magnetic stripe or microprocessor chip, as well as a national identification number, photograph of the cardholder and possibly biometric data, are being used for a range of government purposes.  Some also provide access to commercial services.  For example, Finland issued the world’s first electronic national identification smart card in December 1999.  It can be used as a national identification card, a bank card and a credit card, as well as to pay for rides on public transport.  Able to be used in smart card readers in the home or the workplace, the card is also expected to be used in the future in conjunction with cell phones and digital interactive television as well.  Malaysia is also implementing a multipurpose card scheme.  The Malaysian card will eventually provide a means of identification and immigration control, serve as a driver’s license and a medical record, and provide an optional e-cash facility.
  Hong Kong, China intends to upgrade its identity cards from 2003 to support multiple applications.
 

11. The benefits of such schemes include greater convenience for the user and more efficient government administration and law enforcement; yet the implications for individual privacy are significant and concerns about preserving privacy have caused some proposals to be abandoned. The Government of the Republic of Korea proposed in 1997 to introduce a national identification card that would consolidate the functions of an identification card, a driver’s license and a medical insurance card, but the plan attracted strong criticism from privacy advocates.   Kim Dae Jung publicly opposed the proposal during his presidential campaign and it was abandoned following his election in December 1997.

12. The way information is collected and managed in the course of providing public services has changed dramatically.  The approach Governments take to utilizing new information technology is usually determined by what is permitted by law.  This does not necessarily reduce the risks to privacy, however.  Legislation conferring powers on public agencies to collect information and restrictions on its use, including pledges not to disclose it except in the course of performing official functions, commonly predates the information age and does not anticipate the possibilities created by new technology.  Citizens may have no choice about providing information to public agencies.  The details they are required to give when completing forms for services can be far more sensitive than what they might normally reveal to anyone other than trusted friends and family members.  The implications for privacy can be acute when such data is linked and shared among public agencies or sent to private providers to whom services may have been outsourced.  The farther information travels from its orginal source the more likely it is that privacy will be ignored.  Who assumes responsibility for maintaining the integrity and confidentiality of such information?  What role should public institutions or law enforcement agencies play?  What recourse should individuals have if confidentiality is violated?

13. Questions about the extent to which government can lawfully intrude upon the privacy of citizens are fundamental to the debate about the role of law enforcement agencies.  While these agencies have always had the power and capacity to collect information in the public interest and some of their lawful activities are inherently intrusive, their use of new information technologies has escalated the risks to privacy.  Large databases of information are being compiled to assist in detecting and investigating crime.  National DNA databases are being created in several countries, including Australia, Canada, Germany and the United States.  These have proved particularly problematic.  Concern has been expressed not only about the compilation of such sensitive data and the uses to which it will be put but also about the possibility that anyone refusing to provide a sample as part of a crime investigation will be considered suspect.  In some cases, DNA has been collected from entire communities, regardless of the likelihood that any particular individual could be in any way be connected with a crime.
 

14. Developments in information technology have produced simpler ways of conducting visual surveillance and manipulating the resulting digital images.  In the interests of public safety, thousands of video cameras have been installed in public places, recording people as they walk, shop, catch public transport, attend sporting events, visit public buildings and drive their cars. A web of 200,000 cameras has been installed in public places in the United Kingdom, costing between 150 million and 300 million pounds per year.
  Satellite cameras of fantastic accuracy scour the continents, countryside, cities and suburbs. 

15. Accessing, using, manipulating and transmitting electronic information leaves a trail that others can follow – if they have the means and the authority.  Law enforcement agencies have been striving to ensure that they have both.  Telephone conversations and electronic-mail are intercepted, telephone and Internet traffic is monitored and databases are routinely matched, linked and mined.  The result is that individuals are being increasingly monitored as they go about their daily lawful activities. 

16. Advances in information technologies have also made it easier for criminals to engage in illegal activities, both within and across national boundaries.  Long-standing criminal activities that have flourished with the aid of new technologies include fraud, harassment, breach of copyright, drug trafficking, tax evasion, theft and contravention of censorship laws.  

17. In addition, some new “cyber-crimes”, such as “hacking”, are emerging.  Intruders can hack or gain unauthorized access to systems by using methods that mimic passwords or bypass security measures.  Consumers lose an estimated $500 million each year to hackers stealing credit card and other personal information.  Information that should be personal and confidential can be stolen and used for criminal purposes, sometimes even without the knowledge of the person affected.  In the United States, the spurt in “identity theft” – the stealing of personal information to purchase credit cards, obtain loans and mortgage residences – is attributable in part to the ease and anonymity with which thieves can operate on the Internet.  Many web sites sell all kinds of personal information, with which people can assume other identities.  In 1999, the United States Social Security Administration received more than 30,000 complaints of misuse of Social Security numbers, mostly related to identity theft, nearly a threefold increase from 1998.

18. Hackers can sabotage computers to gain an economic edge over competitors, blackmail users by threatening to damage systems, post offending or threatening messages, or tamper with data directly with induced “viruses”.  A virus can stop systems or wipe out data on a hard drive.  It can be transmitted through “infected” disks or concealed in e-mail messages and file attachments.  The outbreak of the so-called Melissa virus in March 1999 and the “I love you” virus in May 2000 shut down millions of e-mail systems worldwide and caused virtual breakdowns of computer networks by deleting and corroding files, causing damage worth billions of dollars.  Intruders can access web sites or databases and erase or change data, with dangerous results if incorrect data is later used.
  In fact, such is the skill and ingenuity of these hackers that some top secret defense establishments are turning to them to help safeguard their systems and detect the presence of intruders.
 

19. Cyberstalking – sending threatening e-mail messages, usually to women – is another growing offence, with an estimated 200,000 people engaged in it.  The Internet has also been instrumental in promulgating the spread of child pornography.  Chat rooms and other means for people to establish anonymous contact with one another can offer opportunities for people to communicate harmlessly with other people all over the world, but they have also been misused by stalkers and paedophiles.    

20. Many Governments restrict or monitor what goes on the Internet and who has access to it, citing the need to protect minors from indecent materials, prevent crime, fight terrorism and silence hate speech.  Twenty-five countries, including Egypt, India, Japan, Mexico, the Republic of Korea, Saudi Arabia, Spain and the United Kingdom, have banned some categories of sexually explicit material.  Hate speech is outlawed in Austria, Germany and Canada, among others.  Most nations apply national libel laws to the Internet.  The Government of Singapore searched the files of one Internet service provider as part of a campaign against pornography.  The Malaysian Government considered introducing legislation to penalize those denigrating the country on web pages.  In China, where Internet usage is rising rapidly on commercial and campus servers, the Government retains a high degree of control.  It has sought to limit Internet access by keeping the costs of local service high.

21. Governments that intercept electronic mail and Internet traffic argue that this is not different to telephone interception.  For example, the British Government’s Regulation of Investigatory Powers  Act gives police and intelligence services the power to monitor private e-mail and Web browsing.  Internet service providers are required to equip their systems with interception capabilities, typically a “black box” that uses the “Carnivore” technology to sort and send relevant data from volumes of e-mail to a monitoring centre controlled by the national intelligence service.  If served with an interception warrant, companies are obliged to disclose the contents of private e-mail to the police or intelligence services. Refusal to comply could mean a maximum prison term of two years; tip-offs by a service provider to individuals that their e-mail is being read could result in imprisonment of up to five years.
  The legislation also empowers authorities to demand the keys to codes used by individuals and companies to keep e-mail confidential.

22. The Act was extremely controversial because of the unprecedented powers it gave government to pry on citizens.  In an open letter to the House of Lords in July 2000, an alliance of 50 organizations raised these concerns and called on the Government to scrap the legislation. By the Government’s own admission, the legislation will result in innocent e-mail being intercepted when security forces carry out surveillance for suspects.  Business has said that the legislation will result in a loss of confidence in electronic commerce and unacceptable costs to business and the United Kingdom economy.  An independent study, commissioned by the British Chambers of Commerce, has found that the Act could cost the national economy roughly $69 billion over five years.  This would result from Internet-related companies moving elsewhere, scared away by the cost and potential lack of confidentiality of the new laws.
 

23. The Act is part of a larger cooperative effort by industrialized countries to monitor digital communications.  The International Law Enforcement Telecommunications Seminar is an example of such efforts.  According to a report issued by the European Parliament in 1999, the Seminar is seen as a plan by the United States and European Union authorities to create a “seamless” web of telecommunications surveillance across national boundaries.

24. Determining how far surveillance by Governments should go in an era of increasing capability and sophistication of information technology is problematic.  The trend may well slow down if it becomes apparent that the returns do not justify the costs to business and the community.  Yet it remains difficult if not impossible to measure the costs of lost confidentiality, privacy and confidence in legal guarantees of anonymity.  While a preventive and regulatory role of some sort may be necessary in the interests of public safety and morality it will always come at the expense of privacy.   Societies will need to consider how they will choose to respond to this trade-off in the years to come.  There is a strong case for clearly delimiting and defining the powers that law enforcement agencies exercise, subjecting their activities to careful scrutiny and holding them accountable for any misuse of authority.

Legislation to protect privacy

25. The individual's right to privacy has been officially recognized worldwide for many years.  It is upheld in article 12 of the 1948 Universal Declaration of Human Rights:

"No one should be subjected to arbitrary interference with his privacy, family, home or correspondence, nor to attacks on his honour or reputation. Everyone has the right to the protection of the law against such intereferences or attacks."

26. These words appear again in article 17 of the International Covenant on Civil and Political Rights, in the United Nations convention on migrant workers and the Convention on the Rights of the Child.

27. Nearly 50 countries and jurisdictions have comprehensive legislation regarding privacy and data protection or are in the process of enacting it.  The legislation is commonly based on a set of rules regarding how personal information should be handled, from collection to destruction.  The reasons Governments cite for introducing such legislation have varied but have usually included a desire to address past abuses, promote electronic commerce or ensure compatibility with international standards.

28. The drive for internationally compatible privacy protection regimes has been heightened by economic globalization since inconsistent standards can create barriers to the free flow of information.  In a move that gave new impetus to the introduction of privacy legislation, the European Union, in 1995, enacted a data protection directive that required member countries to introduce a common standard in legislation protecting privacy.  Personal information about European citizens may not be exported unless it is protected to an adequate standard by the recipients.  Countries that do not adopt laws that meet the standard could be excluded from conducting some forms of business with members of the European Union. This requirement has created a great deal of concern in the United States, which has favoured a combination of sectoral legislation and self-regulation over comprehensive privacy legislation and probably would not meet the test of adequacy. 

29. The European Union data protection directive was followed two years later by the 1997 telecommunications directive.  It imposed rules for Internet-related activities and other activities that data protection laws had not squarely addressed.  In an attempt to keep pace with technological change, however, the European Union is expected to issue a new directive that will extend the protection given to telecommunications to the broader area of “electronic communications”. 

30. At present, questions of privacy in the digital era are predominantly concerns in industrialized countries.
  These countries are also setting the pace in surveillance practices such as wire tapping, personal identification systems, data mining, censorship and controls on encryption. The United States, for example, has nearly half the global on-line population; 40 per cent of Americans have Internet access at home or at work. By contrast, South Asia, with 23 per cent of the world’s population, has less than 1 per cent of the world’s Internet users, while Africa has seven Internet connections for every one million people.
  But questions of privacy and security could soon assume significance in developing countries as well given the rapid expansion of the Internet and the growing commercial importance of information.  Moreover, developing countries rely on developed countries for transfer of surveillance technologies, such as wiretapping and deciphering equipment, scanners, bugging devices and computer interception equipment.  

31. The increasing sophistication of information technology and the capacity it provides to collect, analyse and disseminate information about individuals has made the need for comprehensive privacy legislation urgent.  Yet technological change is proceeding up to 30 times faster than the speed at which most legislatures can respond by changing and updating laws.  Internet product lifetimes are between about four and seven months; law-making can take 12 years. 

32. Many privacy and consumer advocates see encryption software as vital to the protection of citizens’ privacy and are calling for greater availability of strong cryptography and for the relaxation of export controls on encryption software.  Many commercial enterprises seek unrestricted encryption rights to protect their trade secrets and business and to boost consumer confidence in e-commerce.  They also want all export controls and restrictions on domestic use of encryption software to be removed.
  Law enforcement authorities, on the other hand, want to retain the capacity to decipher data and to intercept and track it when it is communicated.  They argue for controls on encryption to help criminal investigations and safeguard defense interests.

33. Resolving the tension between upholding the public interest in protecting privacy and promoting other public interests, including building a strong economy and upholding the rule of law, is not a new challenge.  Communities are continually balancing competing interests and reviewing and changing the solutions that once seemed settled.  The challenge in the information age is to ensure that technology is applied to ends that are desirable – and not just possible.

34. Information technology is not necessarily just a threat to privacy but can also be used to protect it.  Yet privacy will not survive where it is not respected.  Strong privacy laws can symbolize the community’s respect for privacy; they can require Governments and corporations to demonstrate that they share this value; they can establish independent office holders to promote and enforce good privacy practices; and they provide an avenue of redress for individuals who have been treated unfairly. They provide the chance that the community and individuals will retain not only the ability to determine the boundaries between the public and private domains but the choice to move them in either direction.

Privacy in the private sphere

In the marketplace

35. The expanded utilization of information technology in the marketplace has resulted in threats to privacy that are potentially far more amorphous than the information-seeking activities of government.  Concerns about privacy are not new, but the impact of new technology has expanded the focus of attention from the rights of the citizen to include the rights of the consumer.
  Previously, only Governments had the power and resources to conduct anonymous forms of surveillance.  Curtailing the ability to arbitrarily monitor and interfere with the lives of citizens was – and remains – essential to ensuring a robust democracy.  When personal information can be so easily and cheaply collected, stored, manipulated and transmitted in electronic form, the threat to privacy becomes far more pervasive.  It becomes practical to utilize and to market that personal information for commercial purposes.  The threat to privacy is now present in the workplace, the marketplace, in private homes and in public spaces.

36. Corporations can now capture, compile and use more information about their customers than ever before.  Substantial investments are being made to compile and mine extensive databases of customer information gathered from a variety of sources.  Apart from details knowingly provided by customers, the information may come from sources about which the customer is quite unaware.  For example, information may be compiled from related corporations, public databases, the monitoring of customer web-browsing activities or sold by other entities.  It may be supplemented by the results of private market research and government surveys.  Customers who are enticed to join loyalty schemes that reward them for making preferred choices provide even more data for the scheme sponsors to share or sell.  

37. In fact, personal information has become a commodity in itself.  There has been a proliferation of businesses whose sole purpose is to collect and trade personal information about people with whom they may have had no direct contact.  Databases of an ever-increasing variety are appearing in the marketplace: debtors, tenants of residential properties, people who have made insurance claims, people with criminal records, contributors to various charities or political causes, holders of fishing licences, other companies’ customers and anyone else whose information may be marketable. The number of data warehouses in the United States, using faster computers, the Internet and other networks, has increased tenfold in the past five years and now exceeds 1,000.

38. One purpose for compiling information about current and potential customers is to enable businesses to build a “relationship” with them, offering personalized services appropriate to their particular profiles and anticipating and responding to their needs.  Good service implies this sort of anticipation of consumer demands, and to be able to provide it businesses need information about a customer's habits, tastes, preferences and previous purchases.  A few years ago, it would have been hard to believe that a local supermarket would know the contents of a customer’s refrigerator, but not now.  Access to this sort of information allows businesses to provide higher levels of service and convenience for their customers, but at the cost of reduced levels of privacy.

39. Clearly, these trends and practices can offer benefits to consumers and businesses alike. Consumers can take advantage of services that are tailored to their requirements; businesses reduce their own costs and risks and increase their profits. A recent review of on-line banking in Australia, for example, found that even though only one in four Internet users does his or her banking on-line, banks are benefiting in terms of improved customer retention rates and rising fee income.
  Electronic commerce, however, has not grown as quickly as early predictions anticipated, largely because many consumers continue to lack confidence in on-line transactions. 

40. Surveys of people in countries where new technological developments have been most widely applied consistently show significant unease about the impact of these technologies on their privacy.  For example, a poll of Internet users in the United States, conducted in August 2000 for the National Consumers League, found that concern about privacy was identified by 56 per cent of respondents, outranking concerns about health care (54 per cent), crime (53 per cent) and taxes (52 per cent).  When asked specifically about on-line privacy, the respondents said they were most worried that web sites would provide personal information to others without their knowledge (64 per cent) and that web sites would collect information about them without their knowledge (59 per cent).
   An earlier survey by the Centre for Democracy and Technology found that 87 per cent of Internet users avoid registering at web sites or giving out personal information on-line and that 23 per cent disable "cookies".

41. Such findings help to explain why privacy issues are frequently the topic of public debate and controversy, as shown by recent examples:

· In the wake of public controversy and a boycott, Intel abandoned its proposal to embed identification numbers in the Pentium III processor that would have made it possible to track users on the Internet. 

· An attempt by Toysmart.com to sell its database of 250,000 customers after it went out of business led to a public outcry and legal action by the United States Federal Trade Commission and the Attorneys-General of 42 states, the District of Columbia, the United States Virgin Islands and the Northern Mariana Islands; as a result, the database had to be destroyed.
 

· Home furnishings retailer IKEA closed its on-line catalog order site after the personal information of tens of thousands of its customers accidentally became available on-line.
 

· After having purchased Abacus, a direct marketing services company that maintained a database on over 90 per cent of American households, DoubleClick Inc., the Internet’s largest advertising company, started to track web users by name and address; as a consequence, the Federal Trade Commission conducted an inquiry into its handling of customer information. When the inquiry was made known, DoubleClick’s stock dropped from $113.75 to as low as $88 in two days.
 DoubleClick subsequently announced that it would not merge its data with Abacus data. The inquiry was eventually dropped.

In the workplace

42. It is not just as consumers and citizens that individuals may find their privacy challenged.  Information technology has transformed the workplace, created opportunities to alter the relationship between employers and employees and diminished employee privacy.  Employers can obtain background information that can influence their assessment of an applicant’s character before offering that person a job or deciding to keep him or her on.  Twenty-one states in the United States have put sex offender registries on-line, allowing access to anyone with a computer and modem to view photographs and details of crimes.  It could well be difficult for anyone appearing on such a database to find work, whether or not that person actually committed a crime.  A few years ago, a woman with no criminal record lost three jobs in four years because her name repeatedly appeared, without explanation, in a computer database for child neglect and abuse cases.
   Moreover, employee information can be seen as a commodity to be marketed.  In November 2000, for example, it was suggested that a new data base of health information about 50,000 Australian Defense Force employees be sold to research and insurance companies.

43. In the workplace, employees are increasedly subjected to some form of monitoring.  If they use a computer keyboard their keystrokes can be monitored.  Technology is now available that allows employers to know every word typed, as it is being typed.  There is no guarantee that e-mail messages will be private.  A person surfing the web leaves a trail that will probably be recorded.  If he or she uses a telephone, records can be automatically generated of all the numbers called and the duration of each call.  A video camera may be scanning the office and recording employees as they work.  Employees may carry devices that relay their location to employers at all times.  The security cards they need to obtain access to the workplace may contain their fingerprints or other biometric data.  The American Management Association reported in 1997 that two thirds of bosses in the United States "spy" on their workers, often through interception of e-mail and telephone messages.

44. It may be argued that information generated by employees in the workplace is the property of the employer, and that therefore it is essential that employers know about the activities of their employees.  Employers may be considered liable for the activities of staff, including downloading pornography at work or sending offensive e-mail messages.  Frequently, it is said that if people are honest they have nothing to fear from electronic and other forms of surveillance.  Employers may feel that they have a right to the full attention of their employees during the hours for which they are paid, and that they are justified in conducting surveillance – whether open or clandestine – of their employees' activities.  Employees may feel that they have a right to their privacy, even at work, and that such surveillance is unwarranted and extreme.  

45. Legal protection of the privacy of employees is generally weaker than protection offered to consumers or 

citizens.  Some countries, however, including Austria, Germany, Norway and Sweden, have enacted laws to require employers to seek agreement with workers about video surveillance.  Under the above-mentioned Act, the Data Protection Registrar of the United Kingdom released a draft code on workplace surveillance barring employers from opening personal messages received at work or retrieving deleted messages.  Employers who fail to comply with the final code face enforcement action and potentially unlimited fines.
 

----------------------------
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